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Abstract

Electronic signature is necessary for identity authentication in online
transactions. To ensure a secure signature system, a trusted third party is required.
Such entity is called a “certification authority” (CA). Currently, there is no CA
operating in Thailand. While it is often argued that the government should play a
leading role in setting up a CA, we found no market failure and proposed that the
private sector, not the government, should operate a CA. The government should play

only a regulatory role if the industry is in need of regulation.

We also lay down a guideline for drafting an electronic signature law, which
includes four important principles. Firstly, the law should be technological neutral in
order to avoid distorting market decisions. Secondly, the licensing scheme, if required
by the law, should be an automatic one. Thirdly, the law should recognize signatures
issued by foreign CAs. Finally, liabilities of licensed CAs may be capped to promote
the industry in its infancy.

Concerning encryption policy, we argued that no import nor export control of
encryption technology is necessary. However, security needs may provide a rationale
for state control of the technology. In that case, a balance should be strike between
security and civic liberty. State access to secret signature keys should be allowed on a

condition that such action is warranted by court order.



