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Abstract

Prqject Code : MRG4780192

Project Title : XML Document Management

Investigator : Assistant Professor Dr. Chutiporn Anutariya
E-mail Address : chutipom@shir;awatra.ac.th

Project Period : 3 years

Due to an increasing popularify of employing XML documents in various application
domains, there arises a demand for an efficient XML document database management.
Thus, development of effective mechanisms for manipulating access control and version
control has become a major research area. However, well-developed access control and
version control mechanisms alone do not suffice because they are clossly interrelated.
This research analyzes important features and requirements of both access control and
version contrel mechanisms, and gives an insight into the problems when they are
handled separately. Furthermore, to overcome these problems, an approach which
integrates these two essential mechanisms into a single framework is proposed.

In addition, this research also considers an important application of XML technology
to Web ontologies—a formal structure that explicitly represents semantics of information
and provides a concise, uniform and declarative description. To date, the number of freely
accessible Web ontologies grows, and thus promoting ontology reusability in various
application domains. Therefore, a frémework for Semantic Query based Ontology
Retrieval, namely SQORE, Is developed. It enables precise formulation of a semantic
query in order to best capture a user’ s ontology requirements, which include not only the

desired class and property names, but also their relations and restrictions.

Keywords : Access Control, Version Control, Ontology Management, Oniology Retrieval,

XML Document Management
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4  szuusuAnsiieunilasgy
WATMSLIIIDITAYALANETT XML

4.1  @onimanssuuasstuy

A need for
accessing or
updating a
document

Documenl accessfupdate request : Aulhorized reguested document

P =)

Responsible for controlling

accesses o versioneg docum

nts

Policir-
Version
Assoclation

Versioned
XML
Documents

AcCcess
Control
Policies

3 o \
¥ 4.1: aprdmonsntesrsuauaunisdaeuulasuusenadhdadiaysanas XML

AJ A q £ ' i
i 41 wamandnanssirassruumuaNMaRsukasuuas madntieieya
1en&T XML wreBaniaedein 7suy XAV-Controller (XML Document Access and Version

:‘I Y o | 2 < l:J L4 - o 1
Controlier) viailaziiulAdn aedlsenauidnAtysedszuudanad dsznaudng
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()  Access Control Poficy Base: g1ufiayadwiuiiumumunguar@ng lunisdt
dayreasiluszuy sutalonansudloarsdnud

(2) Versioned XML Document Base: %@Lﬁujm%'ﬂ:ﬂaéwé’mﬁumumumnm?uﬂ:
nruAsuntlesiurasanans XML

{(3) Policy-Version Association Rule Base: 3ﬁuﬁalﬂﬂﬁ’iu5"u1,ﬁungﬁﬂ§mﬂ
audiusIzwdunzauaumsdnfefeyanazmanBauniasfureasnans
XML

(4) XAV-Controlier  Engine: #@auissuaatantsraugunindniviayauasnas
Lﬂ'ﬁﬂuuﬂm@mmmnm&' XML

J = 1 -~ 1r = g wr
’ﬂu\lﬁ"!ﬂﬂzlﬂﬂﬂ‘ﬁﬂ\!uﬁlﬂ:ﬂ\'lﬂll?:n‘ﬂU@:".ﬂ’ﬂﬁUWF_I‘luﬂﬁlﬂUﬂﬁl‘lﬂ

4.2 Access Control Policy Base

dej - AJ ej 1/ - - & L -
snnAnsmaluladddrdyiteadeiunmsdnivusslrzuosuatayanuasdnd
Tumadndedayaanats XML wildn  w@sgiun e RDF (Resource  Description
4 e 4 9 - =
Framework) S4n1uuning World Wide Web Consortium iaidhanasgiudwivasunadays
= v ; 2 g det H o +
wazwanaoudayauu Semantic Web WiIBudiiauwinety anntaiiesynild
4 o s J L 1 L]
walursuuarznresiuandasnriunsuanasaudayangua s@ngseudwszuusine
A q 2 ar L3
gmdleanunsoey (inference) Feyantdldaiunusdrsdaudals
v
paulunseenuuugudayadangrn asldihmalulagnum ROF untdibudrdty Tny
L) A a : J - - -~ L1
TarsaFrng@ninisdhtsfeyanldiwuniu Sdoulsznaviddnydail
_ 4. : v v _ o s
" subject FaysReanugld nqueoedld vizadesadur (du 81t ip address) Mldreyi
A - ] 1 -y
gldAngAnsaanandiedaii
- v
" farget seyananipuenng il 416
<
n path: XPath expression Wivl element 178 attribute BNANT XML
] | B o ) 3:
" evel AIUIFRe “Hinstance” Wi “#schema” Fadmusriangmisdndistindung
Tursdivla
1 AJ
" privitege: AUl dRe “Hreao” Ve “#write”
1 P gl "« PR | " R -
" yoe: AARAe “Hcascade” vite “#no_propagation
L3 4
" sign andlulUidAe “gpius” vse “#minus”

. 1@ | o ar e ¥
= priority. AR AR Irzydfuanuddy reangnindtedayaiug
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d . . ,
1 4.2 uaasisedwnmivuangninditeieys saudaulauamsufleaendnuds

(conflict resolution policy) wazuluwanindntadayalnen Fane (default policy)

<Policy rdf.about="#p1">
<oconflictResolution
rof.resource="#denial_take_precedence”/>
<defauitPolicy rdfiresource="#closed"/>
<authorization rdfiresource="#al"f>
<authorization rdfiresource="#a2"/>
<fPolicy>

<Authorization rdf:about="#a1">

«sign rdfiresource="#plus"/>

<subject rdfiresourca="#GeneratCustomer’/>

<target>catalog.xml </target>

<path> f </path>

<privilege rdf:resource="#read"f»

<type rdfiresolirce="#cascade”/»

«<sign rdf:resource="#pius"/>
<fAuthorization:>

<Authorization rdf.about="#a2">
<sign rdf:resource="#plus"/>
<subject rdfiresource="#GeneralCustomer”/=
<target>catalog . xml</target> <path>/{cost</path>
<privilege rdfiresource="#read"/>
<type rdf:resource="#cas@de"f>
<sign rdf:resource="#minus"/>

</Autherization:

a. RDF description of access control policy p.

<Policy rdf:about="#p2">
<conflictResolution
rdf.resource="#denial_take_precedence”f>
<defauitPolicy rdf:resource="#ciosed"/>
<aithorization rdfresource="#a3"f>
<authorization rdf.resource="#ad"/=
<fPolicy>

<Authorization rdf:about="#a3">
<sign rdf:resource="#plus"/>
<subject rdfiresource="#MemberCustomer™/>
<target>atalog.xmi<ftarget> «path> / </path>
<privilege rdfiresource="#read"/>
<type rdf:resource="#cascade”/>
<sign rdfirescurce="#plus”/>

<fauthorization>

<Authorization rdf:about="#a4">

<sign rdfiresource="#plus"/>

<subject rdfiresource="#MemberCustomer”/>

<target>catalog.xmi</iarget>
<paths/foost</path>

<privilege rdf:resource="#read"/>

<type rdf.resource="#cascade”/>

<sign rdfiresource="#minus"/>
<fAuthorization>

b. RDF description of access control policy p,.

.e] ~ -
7u¥ 4.2: fedanpuazulaunaninditedays

4.3 Versicned XML Document Base

= a=ead L S| i o A g o
INANFARTDRENM AT IBNeNAT XML wudwnnAnikiiuiienlunig
Foiuananstugusine uddny Enafuuuy Change-Centric Method avtasliesn
o g A L o 2 L1 -~ 1 ] ! L
drzudnunlunssdadivdayatinnn sl dafiuenans XML fusrgmotianysnl uas
o AJ T - Al 1 = ::
Wuewizdauasarunlasuuasfoundulldasenaisiounth  (Detta  Ag)  Aduiumn
foensafraanansfu o axinldlaein Ao, unuszansdidhduanans g,
ked L
wenaniazwinldidn wnas xme Tufusine Al shefiasmddudiutugluoy
I [ . ad o 4 :— P ' 2]
Full (version tree) Fnilimnauean wrnmstenaramald  Insanaisiumiie
[ , LR w
aunsnuanaliifiog node U version tree uazwonanad? o, ihienasfuiifanmadiuge
L :‘/ J -
(BNANT d, FNUU node NUARUDNAIT W version tree axitu child node 1841BNA1T d, URY

3 = - - - ol 1 A
ansaiaenantiu d e Ag rdsygnsidiviuenans o, Asuasesinatnalugli 4.3
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Version

=fproduct>

<product id="P01234">
<name> Green Tea 250g </name>
<price> 1500Yen </price>

Version 1 /

—

Version 2

<product id="F01234">
<name> Gireen Tea 250g </name>
<market> domestic <fmarket>
<price> t500Yen </price>
<gost= $00Yen <cost>

<product id="P01234">
<game> Gresn Tea 250g </name>
<market- International </market>
<price> 12EU </price>
<cost> 7.2ED <cost-

</produoct>

<fproduct>
Version 1.1 /

Version 1.2

L

<product id="P31 234"
<name> Green Tea 250g </name>
<market> general customers </marker>
<price> | 500Yen <fprice>
<cost> 0 Yen <feast>

</product>

<product id="P#31234">
<pame> (reen Tea 250g </name>
<market> b s </market>
<price> 1300Yen </price>
<post= 900Y en </cost>

</product>

a,

dl‘.?
4| |4
dJ', 2
b.
dﬂ
d.' i dZ
c.

4 L 1 L) 1
JUR 4.3 drathaguuesfuraanans XML uusiulsl

- : & s A .J L -Jd o o = ot .3
saiuacviulididagenisidsmnulafuresenanaiudayaiiarunddy  nidduil

J -y ol 4 1 J
Ralga¥a RDF schema e ldesunedayamindnadailaiune Sedsenaudos

J -
document: MiRat198901D

NANTIULTN

 and 4 - N
previousVersion: 1tnednegsfivienansfuriaumin

val v s
creator: HNATNIBNATITTUU

- a
timeStamp: VIR MBNAITUY

NR/519

: , v o d X,
validFrom, validTo: Wiagunefsgaanarienanslignias

- d da X , ¥ N
delta: Maiunedenrnlasuwlaanfadussuinaenassiluaziandnsnauuin

o o . o otk - .
7Un 4.4 uaay schema fana1n uszugavrrpdNseiLNEieyamUREuILlRItY

ABHUANAIT
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previousVersion

document,

a. RDF schema for version description.

<Version rdf:about="#d1.2">
<docurment rdf:resource="catalog.xml"/>
<previousVersion rdfiresource="#d1"/>
<geator rdf:resource="#john"f>
<timestamp>2004-02-01T0%:00: 00 </imestamp>
<validFrom:2004-03-01T00:00:00 < /validFrom:>
<validTo> 2004-04-01T00:00: 00 <fvalidTo>
«delta rdf:parseType ="LUteral">
<xd:xmidiff>  <x¢:node match="1">
<xd:change match="2">member customers</xd:change>
<xd:change match="3">1300Yen</xd:change>
<fxd:node> </xd:xmidiff>
</delta>
<fVersion>

b. RDF description of product catalog d) »

o . = o ;
117 4.4: RDF schema uazfadwniresunadayanisulfauulasfurasanans

44 Policy-Version Association Rule Base

y d . . o
mainmalasuulssiuradanats XML orsiblUgnirdaeundasngnisdnts

i
7 d P
1an#sun g1 4.5 wassanuduiusAsnann

| d |<. ____________ )I | d;; document version /

d;: document version j, a successive version of &
A €-mee- > A Dn. policy document version m
1 © pa policy document version »
[} ____________ ﬁ Ad,;: modification applied to dj to obtain d
d, Appm.a: modification applied to p,, to obtain p,

T " J . =
U 4.5: Amedaud rewdng narwasuudasiuranenats wasBninandntedaye

FINN1TBATIEIAINGTT M lkamnsotimgud] ROF Declarative Description (RDD) 17

. . e oo 4 -
Uszgnal ivauananuisanudiiugfaingrn Tauanslilneg RDF clause Tugluuudsil

H<B,...B

't
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» 1 A0 RDF expression Gsdintanwidantiassudnamangns XML uazngnandnils
L
dayaguiuianainiun
= . & . J = A .J 1 ay d) +r
" B fa RDF expression 38 RDF constraint TeaguisRaulundieauduada kelirmnm
J 4 L 1
Thngarudaniosiacansly 16

4 h-o - 1
JU% 4.6 uaR¥9LN clause AINE7

<Pelicy_Version_Association>
<paolicy rdf:resource="#p2"j>
<version rdf:resource=$S5:Y/> -
<fPoltcy_Verston_Assodiation>

- <Version rdf:about=$8:Y>
<document rdf:resource="catalog.xmi"f>
<previousVersion rdf:resource=%$5:X/>
<deita:
<daamidift rof:parseType="Uteral">
<xd:change match=%S:anynode:>
merber customers <fxd:change>
$E:otherchanges
<fxd:xmidiff>
<fdelta>
$E:versionProperties
<{Version>,
«<Policy_Version_Associaion>
<policy rdfirespurce="#pl"/>
<version rdf:resource=4$S:X/>
<fPolicy_Version_Assodation>

a, Policy-version-association clause exampie.

«<Policy_Version_Assocation:
<policy rdf:resource="#p2"/>
<version réfiresource="#d1.2"/>

</Policy_Version_Assodation>

b. Derived Policy_Version_Association element.

A el 1 d‘ - - ) 4 !
70 4.6: detsngiauamanuduiusssnivnnlzouulasfurstiendns

- L -2
wazAnsMAINToys

45 XAV-Confrofler Engine

udniaznanile XAV-Controller Engine vl dutlszanananisaaugunisdins
fayauazniawAoumlasuresensns XL %qq:ﬂﬁﬂqaﬁé’ﬁLﬁulugﬁuﬁﬂqaﬁi: 3 douge
Ifedunulagazi@aaly Section 4.2 - 4.4 widszuaun Weldduiurmasaudnaniadai
Hayalusnas XML jusher Tandlduiesay TnumaluladfddyRamnsasessunninnu

5 kd Ll 13 -4
wevdrulszinanaiisndusiaiinuaniBaasdeliil
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o
" aunindszswadayaenats ROF 14 Wewnngnindrdedaya mabedayams
A ] ar o
wWasuulaafuianass XML Wanfiulugleuuenans ROF
Iy v ' = :
B gunsodrzieanangBaiaaearmdiiusrsnininisidsauilasfuaeuenans ua
- A - o
Andmsdihtadiesgs Jedmdiutug wiures RDF Clause Tungwij RDD 16
L L
AnAuANLRNG 2 f8 danan MlEmBApidenldnmmn XET (XML Equivalent

Transformation) [41 &ufunisiaundnulszunana XAV-Controller Engine 1
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5 msaaniandls XML dwfuinuansglssinnaaulnlad

o : d
peulnlail (ontology) #e A3usstnumtng (knowledge representation) uuwila tae
Vo o - - l . . A d
dafuiniraiinsuuiatudnninaetsniisula (domain conceptualization) stlan e
sy nuszaivayunizusseeeauiilad lnelffunsaivayusinesdng World wide
Web Consortium (W3QC) A9 RDF (Resource Description Framework) [23], RDFS (RDF
13
d L 1
Schema) [10] uay OWL (Web Ontology Language) [5] uananniliialinsisuns
. . L d .
usniFauseuinlatseuivennilullatraindneme mmisduayunisussenpasulnla
el 1 -1 "j
fanannil Alatiann xmu dulsanmipugim
- e ad & e A’ L] [ € -
taqiudmuauangirasuinlativwiduiiiauamnniwiuasu atnlafiamseuy
9 dar _ .
AuAuasulnisiinilaty 19y Swoogle [19], OntoKhoj [26) ury OntoSearch [28] INHAUA
aviagumsiafudmiunisdiun  Tnglieyynididasinalareaing Tonma (class
- -t L3 ¥ - 4 hd
name) %ﬂmﬁuum (property name) u?‘ﬂmwﬁuwuﬁnmwﬂﬂmfﬁmauum qumuum‘lf'f
d-du i +w - ~ 1 g y 1 L
Tuaaulnlafindieanisld  dawaldinadnsanmadumidiununnuabinrmiuagiuiioins
YR L
L : dl e ] - s ) ar .
faiuiaudtymiasnan amRdelraimuifiuuis SQORE (Semantic Query based

Ontology Retrigval) [2} & wfudpnisianans XML gwitiuacwflisinneeulnlas

51  ap1Umenssuues SQORE

3 5.1 usauaananITuees SQORE Fuilszneufnuasdlizneuiddny 4 dusieis
(1)  Semantic Query: AAUAUMLLTIA LN
(2) SGORE Retrieval Engine: TEULRLAU
(3) Ontology Database: gﬂuﬁaqﬂﬂfnﬂwiaﬁm?m@urv‘hf_l
" eaulnlafidaussoralaanim OWL
" apvinssaawsiavAddn uneeanuiniaauinlai (ontology modeling
construct)

(4) Semantic Lexical Database: 31utayasAnvinazanduiud szuineandng
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 Semantic Query

A

e

"Illl

Rank;%lologies

Semantic Lexical Database

W Ontology Database

= « Collection of Ontologies

~ o Axiomatic Semnantics of
Ontology Modeling Constructs

gﬂf’ll 5.1: aoniRensTeeas SQORE

i’ b [ =1 LS Ll Ej
nanalnusql TtUL SQORE Wl Wrmuausrdsdduiuiiiacnmng
adunenuazideatasasuinipiindainmadiszun SQORE  anduszyuilszianalng
Aunasulnlatlugmudelter  TosRarsuniisanumunasssuiarasulnTagiunilszdiv
2 hd d’ - £ g ;1
arnnanaetasaauinladuasmAdudn Tedealirzuuannsolinidayaussacnvnng
" .:J o [ =il 1 n: 4 é a8 4‘ mc!o k]
TnenivfogluAaduiuereouinlsfld  wanainilillotanaaviodanmuanmniiuunlwin
A t et ‘.' 1 lll
AuAuiiiiarnsuarussulnlad linseiu Sueaciudy Tauidulld 4 wwiniuda
v 1 d
" equivalence (=): ATagaNTUNANMNA L B UTY
™ L4 -J 1 2 1 o L 1
more general (2): AagluAALAURANIENT NG
hd qll I hd 1 ol 1
" Jess general (<) mPagluAnBuduiianmmnauaundy
" unknown {#): hiamnsnuANARRUS1a9A Waa a4 L
e b d . v oL o
saiuiall su0 SQORE #7u90AmMIANANTETIN 4 uuudIna19ls SQORE R4
igdayaindwiuvazaudiniugsauddndwinnld fMedwaasguderadngrn dud
4 & 1 . - " .
WordNet [25] ﬁw‘wqm SQORE AMMIKAIANMMMEDL (semantic similarity score)
1 9 l:ll ‘J 1 1 el 1 1] J
swinmduduiiauuans  uaveeutnlatindeglussuy  lasArdanaraiianidullle
: pra— . < - 2 ot o = d o
FEWIN 0 (uunefielagmsinananihiga) fa 1 (munabsliamuwiiasnnign) weRansonan
. 4. y o . s 4
Arannmiiaunannld SQORE  anrmsndumisaulnlaiiniiaouIndiResiuAduduii

Aaving wezdapundu i ldidudsouls

52 gwanrugaaulnlad

- ot 1 q:-:}n
MNMIATsAisia g asauuasrasauinlagnivualaan1ey RDF(S)
WAENTEY OWL Tasiasiden wu'iﬁmu‘ﬁmquﬁmsws‘sﬂ;mﬁqﬂi:mﬁﬁwmm XML (XDD:

XML Dectarative Description Theory) [3. 31] Wil daeld SQORE avunsnluisauas
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fvuanumerasesuinlat lugndeysidadagnies Tawaygnivssuusnsniinie

w -J b o L i
Fayauasrrmumnalnadsned ludAduduuaraauinledla

- el = P - '
Mot 1 (aaulvlad wasaunaneuaseaulviad) U7 52 uaawinatineeuinlad
- am o o , " 4 d o

0 TulsznausmeBiumg £ ~ E furaisadiednede Tusushigun 5.3 wussitatiwnig

fvunpnumnetssridrdluniseenuuveeuinlad luglenanawssundenges X00

(XDD description) {agl¥ XDD description D = {C;, G, G} WuAD N ¢ - & AMun

ANTUVHNEIBY rdfs:subClassOf owl:DatatypeProperty, rafs:domain WAL rdfs:range Farin o
au ) g A

annsaiindsavnagsvasuinlad o Idgniesauysoliu (ueminepin 5.4) Tew
= L - o - Y - =l

wanipandananu £, - £ husreneetviaudsdnaesulniat o udq demunennuuuigi

- L) J 4 L} 1 5

asuraTnetiuiug dog wWu sngUil 5.2 Tassuneaoubnlad o nmutaaiae PhDStudent Tl

o 4 :l’
gnAwuaiu subClassOf Aang Student Tuaniei Asn@ Student Tl subClassOf AAYA
L 1 1 4
Person Auiulating C, T9aBLNE91 subClassOf BullpuanBuLLtTEYan (transitive) it
amnniinisléin pats PhDStudent fdu subClassOf mand Person 1wy widn
- (3 L * i :ﬂ 1 af = £

andiusiise ilfgnusmseetwisudafinon dummigarudy wininidaudumesu
A hod hi)

nladfdinismuusaana PrhDStudent 19idiu subClassOf aang Person aaulnlail O lifiaz

WhatlsluaasuassnirdudAusangtn
a

&y <owhClass rdf.D="Person"/>
Ey: <owi:Class rdi ID="Student"f>
£3; <owi:Class rdf:iD="FacuityMember'/>
Ey: <owd:Class rdfiD="PhDStudentf>
Es: <owi:Ciass rdf:about="Student">
<rdfs;subClassOf rdfresource="#Person">
<fowh:Class>
Eg: <owmi:Class rdfabout="PhDStudent">
<rdfs:subCiassOf rdf-resources"#Student’/>
<fowl:Class» .
£y, <owi:DatatypeProperty rdf:about="tamilyName">
<rdfs:range rdfresource="xsd:string"/>
<réfs:domain raf-resource="#Person"f>
<fowl:DatatypeProperty>

R p"
7 5.2: datreeeulnlatl O
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C): <owl:Class rdf:about=%$S:classA>
<rdfs:subClassOf rdf:resource=$S8:classC/>
<fowi:Class>
« <owl:Class rdf-aboul=$S:classA>
<rdfs:subClagsOf rdfresource=4%$S:classBf>
<jowl:Clags>,
<pwl:Class rdf.about=$S:classB>
<rdis:subClassOf rdf-resource=4$S:classCr>
</owl:Class>.

C;: <rdf:Property rdfabout=$5:P>
<rdfs:domain rdfresource=$S:classAf>
<rdfs:range rdtresource=%$S:rangef>
<frdf:-Property>

+— <owl:DataTypePropery rof:about=$5:P>
<rdfs:domain rdf:resource=$S:classpAf>
<rdfs:range rdfresource=$Siranges>

</owl:DataTypeProperty>.

Cy: <owhDatatypeProperty rdf:about=%S:P>
<rdfs:domain rdfresousce=$8:classA/>
<rdfs:range raf:resource=$5:range/>

<fowl:DatatypeProperty>
« <owlClass rdFaboul=%$S:classA>

<rdfe:subClassOf rdfresource=$8:classB/>

<fowl:.Class>,

<owl:DataTypeProperty rdfresource=$5:pPx>

<rdfs:domain rdf-resource=$5;classBi>
<rdfs:range rdfresource=$S:range/>

</owd:DataTypeProperty>.

i Peed C, afUNedn 61 $SiclassA tilu
$S:classB
subClassOf

#  subClassOf 984 uay

i $Siclass8 iy 109
I $SclessC ufin ANty SS:classA Az
## il subClassOf 189 $S:classC fan

$3.P 1y

##  DataTypsProperty U1 $8:° daniu

# maa® C, sTydn O

/il Property sing

¥ mpen C, i 81 $Siclassa iu
$SclassB  ugy

$S:P i
/i DataTypeProperty uWd? $S:classA il

/I subClassOf 984

It $S:classB #

#ossP du DataTypePropery #3¢
# viuiu iude $SiclassA TFuthunan

# AUANTRA $5:P 4N $S:ciassB

Ju | o o a o
7 5.3; darehenisnvuaanuunaeaaidAtylunitesnuyusauinia

Tuplresnglunngud) X0D

Semantics of O

e

O Explicit ontology element
O Implicit ontology element

-
-
-

Legend ———— -

<owl:Class rdf resource="PhDSiudent">
. <rdfs: subClassOf rdf-resource="#Person"/>
</owl:Clags>

<owl:DatatypePropery rdf resourca ="familyName">
<rdfs:range rdf.resource=" xsd:string"/>

+ - “<rdls domain rdf.resource="#Studant />

<fawi:DatalypePropery>

<owtDatatypeProperty rof resource ="familyName">
<rdfs:range rdfresource=" xsd:string"/>
<rdfs:domain rof.resource="#PhDStudent™f>
<fowkDatatypeProperiy>

4::! =t :J o
517 5.4: aruvnneaaseauiniad 0 Wat vupAMuNItYDa

AdrATy luneenuuueauinlall (OWL/RDF(S) modeling construct)
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Ll s IJ - (] Y 1
anddnsanunsetnil  Aaawralumegudeysesulnlall 008 ikenns
v v ol o
wssnuL 9B XD (XDD description) Sutlssnavudaadaumiszneuiidndty 2 druite
o P
" 008 dryoweulniadl O, ..., O, Faursetinunim OWL
= opB, dnvesnglungei XDD FeBneanumansvsaudazidndnlung
- .
asnuuLeaulniat (ontology modeling construct)
sl pramvnaradgudieyaeeulnladl 0DB win M(ODB) 3asznaudiae nges
d o o
aouinladnussenmadwinudaly  opB,  wazfiayavienuwmunshaunmayunliies

a7Aanglu ODB,

-
53 NFAUAUANRITNUNNE

=l o M . o -
Henaun 1 ARuAURRAITNMINE (semantic query) INNTARMUAIIAIEAT XML B4il

d d“
pHISH I

<sq:Query>
<sq:mandatoryConditions> m, m, ... m, </sq:mandatoryConditions>
<sg:optionalConditions> o, ¢4 ... o, </sq:optionalConditions>
<sgq:semanticLexiconReference> wrf </sq:semanticLexiconReference>
<sqg:similarityWeightFactors>
<sq:mandatoryConditionWeight> w,, </sq:mandatoryConditionWeight>
<sq:stringMatching> w. </sq:stringMatching>
<sq.synonymRelation> w. </sq:synonymRelation>
<sq.moreGeneralRelation> w,, </sq:moreGeneraiRelation>
<sq:lessGeneralRelation> w_ </sq:lessGeneraiRelation>

<sq.unknownRelation> w_</sq.unknownRelation>
</sq:similarityWeightFactors>

<lsq.Query>
laei
" e doreunite eslement Tunaw) OWURDE(S) Seasineiteulefisniilu
{(mandatory) Tun1s8uAU
" o Ao demnusite element Tunm OWL/RDF(S) Feastnodaulafiihuwiadan
(optional) Tun1sudu
" ol §aia URL sesgufiayadndwiiiazaouduiusssuinadnAn
B g, we, Wa, Wa, We, W, HANTENIN9 0 118 1 éqﬁ'muﬁﬁﬂﬁﬂwﬁnmﬁomqquﬁuﬁuﬁ
B fpmnnw semanticLexiconReference UaL similarityWeightFactors thme@en
dmuinduduiiianmng O uﬁa-] W meond(Q) uax ucond(Q) wunay 1in4
darloiidndu erdadlamadaniaomaly @ Auddu Q
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Fragiedl 2 (MAURURRRIMNNY) gﬂﬁ 5.5 UAABENANIIMUARIRLIEUAT
png O Fadszneudandanlefidni 3 deuls Aa m) - m; vazdeulaiilumeden 4
davly 78 o) - o VeinitLlseanauaAndudy 0 fuseulniad O Tsldnalnes SQORE 4
wauugrasAtdAty luniraankuuseuiniafl (OWUL/RDF(S) modeting construct) uat
FoudayaddiwiuaraminduiugrzuinadAndd Wi WordNet inlduda axdoalimadunii
ﬂmuqnﬁ'immn%u fathadu defmsondeuiidniu m wud dedwbedagdeys
WordNet 72111 SQORE @nsnsndunulédn A1dn Professor B Haammunafiuaundn adn
FacultyMember shomnamadn  Arowmieusessseniuniniy 0.4 (frvualpn
vwiin we) wanmnﬁmnmsﬁ'\ﬂf}’mﬁ'\mm'lun'\mqmuﬁaﬂfnunu'm‘l‘mﬂﬁ’mmﬂ'auwiaﬁ
0 darlsiannsoiniolénn TanursanmmnTs famiyName FunsouaAguiionsts Student

)5 Lo 4
uRE AAME PhOStudent Seganndasiutiowloniaden os
a

<sq.Query>
<sq.mandatoryConditions> it m,: Ontology has a glass named Student
<owl:Class rdf:ID="Student"> # my:  Ontology has a class named

<owl:Class rdf:[D="PhDstudent”/>
<owl:Class rdf:ID="Professor"/>
</sq:mandatoryConditions>

<sq.oplionalConditions>
<owl:Class rdf:about="PhDStudent” >
<rdfs:subClassOf rdf.resource ="Student"f>
<fowl.Class>
<rdf.DatatypeProparty rdf.about="familyname">
<rdfs:domaln rdf:resource ="Student"/>
<rdfs:range rdf.resource ="xsd:String"/>
</rdi:Dataty peProperty>
<fsq:optionalConditions>

<sq:semanticLexiconReference>
http:/flocalhost/WordNet
<fsq:semanticLexiconReference>
<sq:simifarityWeightFactors>
<sg:mandatoryConditionWeight> 0.6
<{sq:mandatoryConditionWeight>
<sq:stringMatching> 1 </sq:stingMatching>
<sgsynonymRelation> 0.8
<fsq:synonymRetation>
<sq:moreGenaraiRefation> 0.6
<fsq.moreGenecalRelation>
<sq:lessGeneralRelation> 0.4
</sqlessGeneralRelation>
<sq:unknownRelation> 0 </squnknownRelation>
</sq:similarityWeightFactors>
<fsq-Query>

PhDstudent
my. Ontology has a ciass named
Professor

o SubClassOf of SBtudent cdlass is
PhDstudent

oz: Ontology has a DatatypeProperty
named familyname

o3 Demain of familyname property is
Student

oy Range of familyname property is
xsd: 8iring

WordNet is a semantic lexicon reference

Weight factors are defined as follows:
w,,=0.6,

w =1,

w.=0.8,

wo=0.8,

w==0.4 ang

w_=0.

] L (| ¢ 4 oy e
7R 5.5 detAnRuALRAIBIL
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5.4

ATAMHIWT DY

L el 4 14 ] = 5
W 2 wundyauzdmivnmaieauinlad Salznaudondnsine st

C: Hanaa (1du Person, Student, PhDStudent)

P %ﬁﬂmﬁuﬁﬁ {\iu firstname, lastname, supervises)

D: ﬁ‘r:mmmﬁwﬂ (19U xsd:string, xsd:nonNegativelnteger)

M Avdylumseanuuuasuinisilunimn  RDF(S) wa: OWL  (1du
rdfs:subClassOf)

R: doinindwiuaang wieguand Tasipluuunisdamuaie mia, b) Taeh m

e M, ae (CUP), be (CUPU D) (114 rdfs:subClassOf(Student, Person)}

ol of ' . . 3 sy ey - vl
UeNw 2 (Element Similarity Score: SS8g) ATMIMRAUTIWI N BRINLG x WAL Y AHNIR

#lme

Q

Awmiuxye C Wi xye P vile xye D

[ W= :ff’]x=y
W= :fﬁxzy

SSe(x, ¥) =5 wo, :frxy

W :ﬁ"]xgy

: otherwise
WU x = m(a;,b) e R andy = mf{ay, ) € R:

SSelx,y)}=S8Sg(a)a, )* SSg(b.by )
nadiaw:

SSg(x,y) =unknown

- ﬂj L4 - ] 4 o
nflanui 2 § nsirdnadmieuseudne element x lu T uaraauintsfl 0 wild

, @ d o d | ) =t -
Tnavdrasmiiaungengastnd e element x waznn element y tupauinled O wwndall

v e =1 é Lo ¥
wateinluglienu® 3 Asit

Y -l . . ] s rs
UtNUN 3 (Best Element Similarity Score: $85) ANKHMRBUIENING BRIUA x uazeeulnia

fl O ausadnlalng

Q

SSp(x,0)= max S(x,y)
yeM(Q)
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L] - - a 1 -3 - A njo
uadudahl  dumnihauasiauneladmiuReulsndudulunmsBudu  (SSy)

1 & - 4 -J |
uazAtrane ldmiuGaulasidunmadentuns@udu (SSp)

a -] - . .

ueuNn 4 (Satisfaction Scores of Mandatory conditions: 88y W8T Optional conditions:
. . 4, . g o e A w

5S0) dwiuesuinladl O wing Awmnuwalasasiduiuniiaammng Q dwiudaulad

k-3 o - J A -
anfulunnidudu (S5 wezdwiudaulsmiuma®en (SSo) g msndrlding

( I 2 if meond(Q) = o
0 :if 3(c € meond(Q)) SSp(c, O) = w.,
SS (0.0 )=+ ZSSB(C,O)
cemeond{ Q) : otherwise
| mcond(Q} |
i s if ocond(Q) = @
0 HIESSQ, 0)=0
SSp(0,0) =5 ZSSB(C'O)
ceocond(Q) : otherwise
|ocond(Q)|

Q
= .J d" J L] 1 L L7 qld o - é A b
sIniienui 4 i Wethananumelasasiduiuniiaowmng Q dwiuRautandndu
2 - J ej L L) -
Tumsduiu (SSy) uardmiuiReulsiithmiadan (SSo) nsmndidasiu wikeusnds

1 t] o 4 4 e 3
AaonwilauszwinABuduniianuing Q uasasulnlad O ldssil

o = o . =il ] ° v wlal
UMY 4 (Query-Ontology Similarity Score: §8) ANMNIMHDUTEWINIARUAUNT AR
O uwazesuinladl O awsndnlilae

SS(0,0)= wMSSM(nwondQ,O)+(I— Wy )SSglocondy,0)
(o
LY ' | ° v 4t v a d b efet e ™ -
AIBE1N 3 (HVTATUAINLATAINNIMEAY) S19BeDNAAUAURRALUNNY 0 wmuuﬂmqgﬂw

o . . : ” L X
55 jun 5.6 uarsdinetndwnAmemiaulnadfisuiveauinlad 4, B uay C ¥l

Il
=

mnmsfansandeulsiduilures 0 Fedesnsdneoulniaddnlzneudns  aang
Student, PhDStudent UAY AAE Professor 1 widnaaulnlad A sesadasduidaulafang o
wanant Wassneautniad C Ussneudhonana Faculty_member Jailusniitiasumsne
n¥1andn Professor Atuasulniafl C frenadaaiuidaviasansndaemtuiy agwlsfau

P - (ol ™ “ e
Wassneauiniall B hilratadafiauduiusiy Asia Professor LAY ARTE PhDStudent
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asulnladl B adhigmsodluamsusesardudu O 18 dufie Aaruumilourenaulniad B
ol 4 [
RAMNMINL 0

4 o - o I 1 , -

daRaronReulridlunsdanes Q Ton muua DatatypeProperty familyName U
Tnenufuasia Student sazimdiilu String wuhaannirldnatnmsldveans wudd seulnia

- -J -t ] o4 ] - . b
# 4 anandasiuReuladindg f8991099 Arusl® familyName Tusauiniad 4 wiillamu
y < .

wuAae Person 1aef AaT4 Student Wi subClassOf %89Aa1a Person WUMNANNGN
ANANLTA familyName Tuasuiniad 4 Slnunuluasis Student faengduiu usziiaiansn
paulnladl C wudy finisfnuun DatatypeProperty lastName Fufuswilaudy famityName
a4 o ¥ aa} - s o si w .
Ao eaulnlad C danuassafesiuRaulafangrsuuuundau

4 y y .

Foulivna@annfeulivinly Q smyd1 asng PhOStudent fipaiilu subClassOf

4 =l ol al ] :- aJ - ar A q‘t’
ARG Student TeliReaauinlad 4 viniufissandasiuauieil
1 Ll =~ o 4
namlaasqluadniaswinfufunilarumny Q fesvuy SQORE tssnaudinsan
k2 L} b [ 3 J
iad 4 waz ¢ Mesanuwmilon 1.0 uay 051 @Na iy dlewwnasulniad 4 #
d v owod oy e d “ Y J

amnehaaradasiudoulandsnuazfoulima@enses O vouus uanseaulnia

v A n e v " o e oA
i ¢ feonvnogesrdadiuneulitsiuivvmen  aildgesndesiuuivRewiafdiy
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Abstract. Due to an increasing popularity of employing XML documents in
various application domains, there arises a demand for an efficient XML docu-
ment database management. Thus, development of effective mechanisms for
manipulating access and version control has become a major rescarch arca,
However, well-developed access and version control mechanisms atone do not
suffice because they are closely interrelated. An update o a document (resulting
in a new version of that document) may have a side effect to its associated ac-
cess control poticy, and vice versa, Thus, different document versions can be
assigned different access authorizations. This paper gives an insight into the
problems of access and version controi of XML documents and proposes an ap-
proach to overcoming them by integrating these twe essential mechanisms into
a single framework. It employs RDF as 2 unified representation of access con-
trol poticies and version information, and formalizes their interrelationships by
means of RDF Declarative Description Theory.

1 Introduction

With an increasing popularity of employing XML documents in a variety of applica-
tions, a demand for efficient XML document database management has hence arisen.
Since 2 single document may be edited and accessed concurrently by many different
users, development of effective mechanisms for manipulating versions and access
control has become a major research area. Version control keeps track of changes of
evolving XML decuments and maintaing appropriate version information, including
the identities of users whe modify the documents, date/time and modification details;

* Prof. Kambayashi passed away on February 6%, 2004.



hence enabling the documents to be reverted back to their previous versions. Access
control, on the other hand, deals with granting or denying particular accesses to the
specified documents, mostly to their latest versions. The development of suitable
authorization for XML documents poses new protection requirements with respect to
conventional object-oriented databases [11]. These new requirements arise because of
the richer structure of XML decuments with respect to HTML documents and the
possibility of attacking a DTD to XML documents, which has similarity with the
notion of type in the object-oriented context.

However, well-developed access and version control mechanisms alone do not suf-
fice because they are closely interreiated. An update to a document (resulting in a new
version of that document) may lead to a change of the document’s access policy.
Thus, different docament versions can be assigned different access authorizations. For
instance, insertion of certain confidential data may require addition of new access
policies for the inserted data. To accommodate such requirements, a management
framework with fine-grained access control mechanisms on multi-version XML
documents is demanded. This framework will be useful to various applications. How-
ever, to the best of our knowledge, there does not exist such a framework

This paper not only anaiyzes essential features and reguirements of both access and
version control mechanisms but also explores in depth their interretationships. Based
on the analysis, an approach to integrating them into a single framework is developed.

Sectiorn 2 gives insight into access and version control problems, Section 3 dis-
cusses their interrelationships and points out the berefits gained from their integra-
tion, Section 4 proposes an integrated framework by employment of RDF {12} and
RDF Declarative Description (RDD) theory (1], and Section § concludes with a
summary and a list of future work.,

2 Access and Version Control Problems

2.1 Access Control Problems

Various XML access control models [2,4,15] have been proposed. These models
enforce access restrictions directly on the structure and content of XML documents.
In this way, information in XML format can be protected at a finer level of granular-
ity {e.g., the efement level) rather than the whole document. Each document is associ-
ated with a set of authorizations specifying access rights of users on information
within the document. By employment of an RDF rule-based declarative language, the
approach proposed in [2] has incorporated facilities which allow derivation of im-
plicit, complex authorizations on the basis of other authorizations.

The structure of XML documents changes by various reasons (such as information
exchange between organizations that use different document formats). When a docu-
ment is iransformed to a new format (schema), the associated authorizations must also
be translated for the transformed document. Algotithms for translating authorizations
of source documents into those of transformed documents by using document-node
and schema-nede mapping have been proposed in [5,6}.



2.2  Version Control Problems

Version management of XML documents has recently been discussed in [13,7). A
change-centric method proposed in {13] stores the latest version of a document and
the sequence of forward completed deltas. The Reference-Based Version Model
(RBVA{) [7] focuses on the storage performance of multi-version documents.

Let d; and d; be documents of versions i and j, respectively. Assame that d; is estab-
lished by applying a number of changes (insertions, deletions or updates) to 4. In a
typical RCS (Revision Control System) scheme [16], these changes are stored in a
script denoted by Delta Adj;. Such a script could be generated directly from the edit
commands of a structured editor or obtained by applying the pair (d;, dj} to a struc-
tured diff package, such as XyDiff [9] and Microsoft XML Diff {14].

Version @
<product id="POI2M">
<name> Green Tea 230y </mme>
<price> 1500 en </prige>

Ciproduce
Version | / \ Version 2

<produat id="F1 234" <peodvct id="PP1 234>
<pame> Green Tea 150g </oaroe> “namc> Green Tea 1508 </namc>

“priee> 1500Yen <prices <prite> $2EU prics
<cast> Y0¥ <feorl> “cost> T.IEU <frost>
<fproduce- <fproduct=
Vesionld  n° T Veminl2
<product id="Fa1234"> <product id="P01234">
<name> Graen Tea 250g <mamc> <pame> Green Tea 250 <name>
<marke> generd) custners <fmarket> Heet> member fmark
<price> |5D0¥en <price™ <price> 1MKFY en <irice>
“cost> $0Yen <leost> <cost> 900V en Heost>
<produci> i
A [

Fig. 1. Version evolution of a product catalog “catalog xml” and its corresponding version trees.

2.3 Integrating Access and Version Control Requirements

The problems that arise when both access and version controls are rot integrated into
XML document database management will be now discussed. As a document
changes, some information of the changed document shouild not be disclosed to some
users.

As an example, consider Fig. 1-a which illustrates version evolution of a product
catalog, and Fig, i-b which depicts its comresponding version tree', where dy, d|, d) ),
d) 3, and 4, denote product catalogs of versions 0, 1, 1.1, 1.2 and 2, respectively.
Firstly, dy is evolved into d) and & for domestic market and international market,
respectively, and 4, is next evolved intod,, and d,; for general customers and mem-
ber customers, respectively. After &, is evolved into d| | and d », general customers
who are allowed to access d, and d| | should not be allowed 1o access d,, which is
only accessible by member customers. A lack of proper access control over docu-

1 por simplicity, version trees are employed but they can be readily generalized to version graphs.



ments of new versions results in confidential information disclosure problem. Fur-
thermore, a user may have different access authorizations on different document ver-
sions. For instance, a general customer is allowed to read the entire dj but not allowed
to read some part (e.g., cosf) of 4, and the whole part of d, ; Thus, fine-grained ac-
cess contro] is essential for defining access rights of users to information inside each
version of a document. Assuming that a member customer is not allowed to access 4,
d, 2, a version tree of this customer is depicted in Fig.1-c.

On the other hand, a lack of muiti-version concept makes schema design and access
authorization policy of a document become very complex and error-prone. For in-
stance, integration of 4, 1, 4| ; and d; into a single document requires redefining price
elements for all types of markets. In addition, since the schema of a combined single-
versior document tends to be more complicated, authorization control policy of each
user on a database of such documents will be more complex. Integration of access and
version control can simplify schema and access contral policy definitions.

3 Integrating Access and Version Control

The previous section has analyzed the strong interrelationships between access and
version contral. Thus, their integration not only solves the outlined problems, but also
resuits in a unified framework with facilities to handle these two mechanisms effec-
tively and simultaneously. It allows one to simply and straightforwardly model the
side effect of document versions towards access control policies, and vice versa
Moreover, because version information and access control policies themselves can be
represented as XML documents, the framework then provides a compiete and uniform
solution to the manipulation of schemas, version information and access control poti-
cies of XML documents. Issues of concern:, when developing such an integrated
framework are as follows;

" [nference Problems: As a rule, unauthorized users should not be aware of the
existence of confidential information contained is a document. Hence, proper
mechanisms that prevent users from inferring contents and/or structures of pro-
tected data should be implemented.

= Version History: Public view of version history and version tree could let users
yield some conclusions about protected date, Thus, it is preferable to represent
version information as an XML document so that fine-grained access controt
over such version information can be simply defined. Moreover, the use of a
number sequence as a version [D may et users deduce the existence of some
versions that they are not allowed to access, hence one could simply use a
document’s timestamp as-its version ID.

*  Version Control over Schemas: Version controi mechanisms could be used to
manage not only versions of XML documents but also their schemas. To avoid
consistency and integrity problems, all versions of a document in a version tree
should conform to the same version of schema. That is, when a schema of a
document is modified, a new version tree should be created,

» Temporal Features: The association of timestamps (or temporal data) with
various aftributes of version information, e.g., editing and valid time, is fun-



damental to version management. They play an important role in sophisticated
access control models by allowing definition of policies with certain condi-
tions on timestamp attributes, e.g., a policy which states that ail documents
will be disclosed to public after ten years from the date of document creation.
Broad sets of queries related to temporal information are also enabled.

s [mproper Disclosure of Confidential Data: When a modification of a docu-
ment results in a change of access poticies, the framework should have a warn-
ing mechanism to ensure that it does not lead to improper disclosure of confi-
dential data, which usually happens when an update by a particular user inad-
vertently gives that user an authorization to access protected data.

4  Proposed Framework

The developed framework employs RDF [12] as a unified representation of access
control policies and version information, and formalizes their interrelationships by
means of RDF Declarative Description (RDD) Theory [1].

4.1  Authorization Model

Managing access to a protected document is expressed in terms of access comirol
policies [2]. A policy is simply described by a set of authorization rules, a conflict
resolution and a default policy. An authorization specifies for each user (or group of
users) the types of accesses that the user can/cannot exercise on each object. An au-
thorization either positive (granting access) or negative (denying access) on an ele-
ment can be propagated to all of its sub-elements (by cascade option), or 1o only its
attributes (by no_propagation option). The read privilege allows a subject to view an
element and its atiributes. The write privilege allows a subject to update and delete
information in an efement. A priority is an integer value which specifies the priority
level of an authorization. An authorization with a higher priority can prevail over
lower ones. The default value of a priority is zero.

The possibility of specifying both positive and negative authorizations introduces
potential conflicts among authorizations with the same prionity levels. Hence, a con-
flict resolution policy must be specified. Examples of conflict resclution policies
include instance-, descendant-, denial- and grant-take-precedence. In addition, there
might exist an element without an associated authorization, either defined explicitly
or prapagated along the document structure by means of the cascade option. In such a
case, a defauit authorization could be applied. Two main types of default policies are
open and close. Forma! definitions of policies and authorizations foilow,

Definition 1 (Access Control Policy) An access control policy is simply described
by a set of authorizations, a conflict resolufion end default policy. An authorization
consists of the following properties:
" subject: a user, a user group, a role or credentials describing properties (e.g.,
age, gender, domain) of the user to whom the authorization is specified;
» (arget. specifying the baseline version of a document;



= path: an XPath {8] expression identifying an element or attribute within the
target document;

» Jevel. possible values of which are “#instance” and “Hschema”™ indicating

whether the defined authorizaticn is applied at ar instance or schema level,

privilege: possible values of which are “#read” and “#write”;

type: possible values of which are “H#eascade” and “#no_propagation™,

sign: possible vatues of which are “#plus” and “#minus™.

priority. an integer value specifying the priority of the authorization. a
For more explapation of the developed RDF schema for access controf policies and

authorizations, please refer to [2]. Fig. 2-a and Fig. 2-b, respectively, give examples

of policies p, and p, together with their corresponding authorizations. Intuitively, p

defines that only GeneralCustormer group is granted an access to read the entire docu-

ment except the cost etement, while p; specifies similar authorizations for the Member-

Customer group.

<Policy rdf:about="¢pl"> <Palicy mif:about="#p2">
<eonfiictResohtion <confictResolution
rdf:resource="gdenial_zke_precedence > rdfiresource="#denial_take_precedence >
<defoultPolicy rdfresource="#closed"f> <defaultPalicy refresource="#clkosed"=
<authorization rdf-resource="gal"/> . <authovization ndfrespurce="#a3"7>
<authorization  rdfiresource="#a2"}> cauthorization  rdf:resource="#a4"/>
<fPolicy> <fPoficy>
<Authorization  rdf;about="#al"> <huthorization  roifzabout="#a3">
«<sign  rdf:resource="#plus"} > <sign  rdfresounce="#phus"f>
<subject rdfrespurce="#Generallustomer”/> <subject  ndfresource="#MemberCustomer’/>
<Rarget>atekg. xmlq'target) cpaths f <fpath> <target>cateiog.xmi</target> «Eaﬂ» § <jpath>
<privilege  rdf:resource="#read"/> <privilege  rdfresounce="#mad >
<type rifresource="#cascade" /> < rdf.mnoez’#mde",f:s
<sign rdfrresource="#plus/> <sign  rdf:rescurce="#plus"f>
<fAuthorization= </Authorization>
<Authorization rof-about="#a2"> <Muthorization  rdlabout="#ad">
<sign ndf:resource="#plus"/> <sign rdfresource="#pls">
<subject  rdf:resource="#GenerlCustomer™f> <subject  rdfiesource="#Member{ustomer”/>
<tzargetscatalog, xrnlcltameb agam:-ﬂoas‘t<!pam> <target>catalog ol < farget> <Eath>f!mst<lpad1>
<peivilene  rif:resource="#rea <privilege  rdf:resowoe="#read
<type rdf:resmnw"#cascade‘f:- <type rdf:respwoe= "#caswde"b
<sign  sif:resources"# minus®f= <sign  rdfresource="#minus"/>
<fAuthorization </Authorizatian>
a. RDF description of access contrel policy py. b, RDF description of access control policy py.

Fig. 2. Access control policy and authorization examples.

4.2  Version Control Model

As briefly described in Sect. 2.2, a document version tree represents relationships
between versions of a document such that each version is deroted by a node in a tree
and identified by its version ID and if &; is a successive version of d,, 4 is represented
as a child node of d.. Hence, the latest (current) versions of a document are those
which are the leaf nodes of the tree. In addition, let Delta Ag); denote the change ap-
plied to ¢, in order to obtain a successive version d). Thus, given d; and Ad;,, one can
reconstruct a successive version 4; by applying A4 to 4. Therefore, maintaining only
the base version and Deltas is sufficient to retrieve all versions in a tree, However,
since the latest versions are usually requested, the framework maintains also the
whole contents of these latest versions instead of storing only Deltas. Note that Mi-




crosoft XML Diff and Patch [14] is an example of available tools whick can generate
Ady; from the given documents J; and 4}, and can also reconstruct d) from 4, and A4,

previousVersion

documem

8. RDF sthema for version description.

<Version  rdf:about="#d1.2">
<dooument  sdfresource="catalog.smlf>
<previousVersion  rdfiresource="#d1">
<greator  rdf:resource="fiohn"/>
<timestamp: 2004-02-01 TU9:00: 00« /imastamp:
<valkdFroms 2004-03-01 TG 00:00 < fvalidFroms
<valdTox 2004-04-01T0D: 00:00< hvalicf To>
«dela mif:parseType ="Literal™>
<xtdoamidiff>  <xdinode  match="1">
«xd:change  match="2">member customers< fxd:change>
<xt:change  match="1"> 1300Yen</xd:change>
wfxdinodes < fa:amidiff
«jdaltax
< fVersion>

b. ROF description of praduct catatog o, ; of Fig. 1-a.

Fig. 3. Version description schema and its example.

Definition 2 (Version) Fig. 3-a illustrates the developed RDF schema for semantic
deseription of version information. Each version identified by a version ID (or a re-
source URI) is describied by the following properties:

" doctument. a reference to the baseline version of a document;

= previgusVersion. a reference to its previous version,
creator: author of the described version,
timeStamp: the version's timestamp,
valldFrom, validTo: representing valid time interval of the described version,

= deita: changes between the previous and current versions specified in XML

Diff language. Q

To prevent confidential information disclosure problem, this version control model
does not permit a direct access to Deltas becanse they can be used fo reconstruct
documents of particular versions, Referring to the product catalog document of ver-
sion d, , of Fig. 1-a, Fig. 3-b gives a corresponding version description with Aqy | -
specified in defta property in XML Diff Language.

4.3 Authorization and Version Association

An RDF schema describing the association between a particular document version
and an access control policy is depicted by Fig. 4-a and an example of associating the
pelicy py of Fig, 3-b with the document &) of Fig. 1-a is given by Fig. 4-b. However,




