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Abstract

There has been much interest in sensor network applications in recent years. With decreasing prices of
processors as one of the major driving forces, many applications now equip sensors with processors and let them
cooperate to achieve a common goal. Applications of this type include traffic control, eco-system monitoring, and
forecasting systems. The most common applications involve scattering sensors in some environment so that they
can gather data for further analysis. Clearly, in mission-critical applications, it is undesirable to gather data that
are unreliable or potentially-corrupt (maliciously or otherwise). The need to protect information communicated
among the sensors can only be addressed by cryptography. The challenge is to adapt cryptographic technology
to the special needs of sensor network applications. Under this grant, we have designed schemes and protocols
that can be applied to sensor network applications. The schemes and protocols we investigated are blind message
authentication codes, CAPTCHAs (Completely Automated Public Turing tests to tell Computers and Humans
Apart), and aggregate signatures. The proposed schemes and protocols are not only efficient but also provably

secure.
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