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Abstract

This research proposes three measures to quantify the characteristics of online
signature templates in terms of distinctiveness, complexity and repeatability. A
distinctiveness measure of a signature template is computed from a set of enrolled
signature samples and a statistical assumption about random signatures. This measure can
be used as an indicator for the performance of the system in rejecting random forgery
samples. Secondly, a complexity measure of the template is derived from a set of enrolled
signature samples. This measure can be used as an indicator for the performance of the
system in rejecting skilled forgery samples. Finally, given a signature template, a measure to
quantify the repeatability of the online signature is derived from a validation set of samples.
This measure can then be used as an indicator for the performance of users in providing
accepted genuine samples. The effectiveness of these three measures is demonstrated
through experiments performed on three online signature datasets and one keystroke
dynamics dataset using different verification algorithms. Given the imperfection of enrolled
online signature templates collected in unsupervised settings, the three proposed measures
can be used to discard bad signature templates thereby enhancing usability and security of
the system. In addition, the knowledge gained from this research leads to the development
of PIN-drawing authentication system and the development of systematic view to categorize

current user authentication mechanisms.
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