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This research aims to develop a formal methodology tor analyzing the security of information
security systems which are currently in use nowadays. In particular, we have developed formal
methodology for access control in operating systems, network firewalls and electronic payment
protocols. The formal methodology developed consists of formal specification which describes

system behavior unambiguously and formal verification that can analyze the security of those

systems.

A software prototype is developed and is applied to case studies. Experimental results obtained
from the case studies show that our methodology can explain system behavior precisely and

unambiguously. This provides a better understanding on how the systems work and how to use

them correctly. Furthermore, our verification method offers practical analysis on the correctness

and the security of the systems. In particular, important properties and attacks can be analyzed.

As a future work, we aim to develop further our method for analyzing attacks in Internet and

cryptographic protocols for electronic government systems.
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