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The Outputs of This Research

The outputs of this research are a prototype free space quantum cryptography
system and the publications. Our quantum cryptography system can generate the quantum
key bit in the rates of ~5k bits/s where the transmitter and the receiver are 6.5m apart.
These keys can be used to encode/decode transaction digital data with today classical
cryptography system. The publications are listed below.

We are correcting a paper to publish in international Journal. We will inform to the

Thailand Research Fund immediately when our paper is accepted.

List of Publications

“Experimental Quantum Cryptography based on the BB84 Protocol”
1st International Symposium on Optical and Quantum Technology 7-8 December 2001,

Faculty of Science, KMITL, Bangkok. Page 80-83

“Photon Counting with Passive Quenched Silicon Avalanche’
1st International Symposium on Optical and Quantum Technology, 7-8 December 2001,

Faculty of Science, KMITL, Bangkok. Page 129-133

“Experimental Quantum Cryptography Utilized Quantum States of Single Photons”
28" Congress on Science and Technology of Thailand, 24-26 October 2002, Queen Srikit

National Convention Center, Bangkok, Page. 220

“Optical Quantum Random Number Generator”
29th Congress on Science and Technology of Thailand, 20-22 October 2003, Golden

Jubilee Convention Hall, Khon Khan University, Khon khan.

“Experimental Quantum Cryptography Based On The BB&4 Protocal”
th st th
60 years Anniversary, Kasetsart University. Bangkok, 31 January - 8 February 2003.
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Agmey

The schematic diagram of the Transmitter circuit (2)
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APPENDIX B
The schematic diagram of the receiver circui
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APPENDIX C

The schematic of the synchronization circuit
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Appendix D
Photon Counting and temperature dependence of The APD

The APD can be triggered not only by photons, but also by carriers generated due
to thermal, tunneling and trapping processes inside the semiconductor. These processes
cause a self-triggering rate of the detector which is called dark counting rate. Thus counting

all the pulses can lead to overestimating the light intensity at the detector.

The APD is a strong function of the device temperature. On the other hand, the
APD dark current, as well as the dark current noise, is also dependent on the APD
temperature. The EG&G APD (C309023-DTC is supplied with a built-in TEC cooler to
control the detector temperature. The temperature status of the APD is sensed by the
thermistor, R; which is located as close as possible to the APD in order to ensure a
minimal temperature gradient between the two devices. For this particular thermistor, the

relation between its resistance (Q) and the temperature (K) given by

- N =1

R
T

5.1x10° €2 |
T=< +—7
3200 298

The bridge is supplied by the zener diode, with a zener voltage V;. The temperature

In

monitor voltage reading, V., is given in term of the zener voltage as (Fig. 18.)

R
v =—>—V

™ R 4R 7
S T

Where Rg is bridge balance resistance.



VCC

1 RZ Thermistor

z -
D

D& v,

Lk

Fig.21. The temperature controlier circuits for the APD

Source: Rafaat et al. (1999)
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Appendix E

Principle Equipment

GaAlAs Laser Diodes; A = 830 nm P = 40mW: HL8325G Hitachi

Avalanche photodiode: Model C30902S-DTC PerkinElmer

IC AD9660 laser driver: Analog Devices

DC power supply; Model GPC-3020D GW

Digital Multimeter: Model 973A Hewlett Packard

Digital oscilloscope: Model TDS 220 and TDS 784D Tektronix

IR viewing scope Edmund

Laser diode driver: Model 501 Newport

High-Speed Si Detector: DET210 Thorlabs
DC to HDC converter: Mode! GO5 and CA05P EMCO
MCS-51 Microcontroiler 24 MHz.
Universal time interval counter: Model SR620 Stanford Research
Non-polarizing cube beamsplitter: Model 03BSL062 Melles Griot
Polarizing cube beamsplitter: Model 03PBS062 Melles Griot
Half-wave piate: Model 02WRQ027 Melles Griot
Quarter-wave plate: Model 02WRQO007 Melles Griot

. Computer Pentium |1l 866 MHz
. Electronic software (Protel version 99)
. Interference filter

. lens
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Experimental Quantum Cryptography based on the BB84 Protocol
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Abstract

Quantum cryptography is a new technique that provides verifiable secure key exchange between
the sender and receiver. The security of the quantum cryptographic system is protected by the laws of
quantum physics, which ensure that any eavesdropping can always be detected. This is in strong
contrast with classical key exchange, where the security depends on (unprovable) assumptions. Recent
experimental implementation of quantum cryptography achieved about 50 km point-to-point key
exchange over optical fibers and about 1 km over a free space connection in daylight. Here we report
the development of experimental free space quantum cryptographic systems based on the BB84
protocol. Our system does not use any active manipulation elements, resulting in compactness,

reliability and easy handling.

Keywords: quantum cryptography, quantum information

1. INTRODUCTION

Cryptography is the study of techniques
and applications of secure communication. The
fundamental objective of cryptography is to
transmit information over an insecure channel in
such a way that an opponent cannot understand
it. This goal can be achieved if the sender and
receiver both possess some secret information,
referred to as a key. The ‘safety of the
information transmission thus depends entirely
on the safety of the key [1]. With conventional
communications, it is taken for granted that
digital communication can always be passively
monitored or copied. Numerical cryptoanalysis is
possible for many systems. Their security
therefore depends crucially on the computational
power a potential eavesdropper might have.

By contrast, the security of quantum
cryptographic keys is based on fundamental and
immutable laws of quantum physics, one of
which is the Heisenberg uncertainty principle.
Any eavesdropping attempts to intercept the

communication channel can always be detected.
The original quantum cryptography scheme was

proposed in 1984 by Bennett and Brassard [2]
abbreviated as BB84. The first prototype
constructed in 1989 was based on a coding
scheme involving polarized photons, in which
the linear and circular polarization states formed
the required pair of bases. Due to the Heisenberg
uncertainty principle, measuring, say, the linear
polarization of a single photon projects its state
into an eigenstate of linear polarization and
perfectly destroys any prior value one might have
had for circular polarization. Therefore, if the
wrong choice of measurement basis is made by
the eavesdropper, he will raise the key error rate

above a threshold wvalue which alerts the
legitimate users of the presence of an
eavesdropper.

In this paper, we give a short introduction
into the theory of quantum cryptography. Then
we describe the experimental aspects involved in
the actual realization of our quantum
cryptographic system based on polarization
encoding of attenuated coherent light pulses.



Experimental Quantum Cryplography

2. THEORY

The general quantum cryptographic system
comprises of a transmitter and a receiver. The
transmitter consists of the sources of photons and
an optical system. In realistic systems, the sender
(Alice) generates an approximation to the desired
sequence of single photons by attenuating short
pulses of light from laser diodes. The optical
system randomly assigns polarization states to
the photons. Each photon's polarization state is
then encoded by the sender according to a
random, binary number “1" or “0”,

FBS BS (R Derector
@:’“ 17 ﬂ quuatiem chawaet H Bob
- Hw.meL““ H
[1.5Y — Pow
Elcctronics "@J IR Foluazer ‘cr
Laser Driver ﬂ rBS meler
Lot
LDas-
public chanael
Micrecomtraller PC _______________ PC Micreceatrolber
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The receiver (Bob) comprises of an optical
system similarly to the transmiteer and of the
single photon detectors. The receiver randomly
projects the incoming photon onto either one of
lwo distinct perpendicular optical paths, where
each optical path is oriented to detect a specific
polarization state and the bit number *“1™ or “0"
encoded by the receiver. The quantum key
generation requires several steps as follow: [3],
[4].

1. Alice sends a sequence of photons,
each randomly encoded with one of the four
polarization states, and each occupying a well-
defined time slot.

Figure 1. The simplified diagram of our practical quantum cryptography transmitter.

2. Bob's clock is well synchronized with
Alice's clock and in each of the time slots he
randomly chooses to measure one of the two
polarization types; i.e. circular or lincar. He
records the result of that measurement.

3.Afler the transmission, Alice and Bob
communicate publicly e.g. telephone, newspaper
etc.:Bob tells Alice when he detected a photon
and which type of polarization measurement he
used in this particular time slot, but keeps the
result secret.

Alice tells Bob for which detection they
had chosen the same basis. They then agree to
discard all the events in which they used a
different measurement basis.

4. Alice and Bob now choose a random
subsel of the remaining bit string, which they use
to test for the presence of an eavesdropper.

This test again is carried out over the
public channel, but now Alice and Bob perform a
statistical comparison of their selected bits. If no
errors are found Alice and Bob can be sure that
the remaining bits which have not been revealed
publicly are secure and therefore constitute a
useful shared secret key.

3. EXPERIMENTAL SETUP

A simplified diagram of our quantum key
distribution transmitter module is shown in
Fipure |. The attenuated pulse is generated by
applying a 1.7 ns electrical pulse with a 2.86
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MHz repetition rate to one of four low power
laser diodes (Hitachi, 830nm 40mW) which is
selected randomly with the pseudo-random
number generated from a personal computer. The

Coherence states _ellag a”
| ) ; ﬁ ny are

generated by each las;-r operation well above the
threshold. In our case the amplitude |of* = 0.1

was chosen, to give a photon number distribution
per pulse according to P2, - el |a[z"/n!. A
passive optical system sets the photon’s
polarization to |H), |V}, [+45), or [-45)
depending on whether the binary number is a “0™
or a “I”. It is comprised of a half wave plate
(4/2), two polarizing beam splitters (PBS), a
beam splitter (BS) and lens. A pair of laser
diodes in the upper paths is oriented so that the

light beams overlapped at PBS have horizontal
polarization,|H) (afler transmission) and vertical

polarization, | V) (after reflection). A pair of laser

diodes on the lower path is also oriented
similarly to the first pair, but a half wave plate
rotates the plane of polarization by 45°.
Therefore, they allow us to set the necessary
|+45) and |-45) polarization states. The

polarizer and the optical power meter (Newport,
1830-C) in series is used to test the performance
of the transmitter. s

4. RESULTS

Figure 2(a) shows the 1.7 ns, 2.86 MHz
input signal to the four laser diodes monitored
with an oscilloscope (Tektronix, TDS784D). The
optical pulse signal generated by a laser diode,
measured with the Si-PIN photodiode (Thorlab,
DET210), is shown in Figure 2(b). The observed
width of 7 ns is currently limited from below by
the bandwidth of the detection system, but surely
is not longer than the driving pulse.

Figure 3 presents the variation of the observed -

intensity depending on the angle of the analyzing

---A8. Deachapunya et af)

[R-polarizer for the four input polarizations. We
observe visibilities of Vu=097, V=093,
V.4-=097, and V.45-=0.97, which clearly
demonstrates the usability of our simple
transmitter for low-noise, free-space quantum
cryptography.
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Figure 2. (a) The 1.7 ns, 2.86 MHz input
signal, (b) The optical output signal, measured
with the Si-PIN photodiode
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Figure 3. The polarization analysis of the
transmitter

5. CONCLUSION

in this work, we present first tests of the
quantum cryptographic transmitter module for a
free space application of the BB84 protocol. The
data measured with the optical power meter
shown in Figure 3 indicate that it is feasible to
send the random polarization state of photons to
the receiver by our fast and compact transmitter.
By contrast to other experimental set-ups which
commonly use some active manipulation devices
to set the photon’s polarization, our system
utilizes merely laser diodes and a few passive
optical components. Most of the hardware is
constructed in our laboratory, resulting in cost
effective and easy to reconfigure systems.
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Photon Counting with Passive Quenched Silicon Avalanche

S. Deachapunya', D. Jarukanont', P. Panthong, S. Chiangga’
Department of Physics, Kasetsart University, Bangkok 10900

Abstract
We |n_\rest}gate the performance of silicon avalanche photodiode {APD) with passive
quenching circuit fo!‘ photon counting in the near-infrared range. The characterizations of an
APD cooled at —20 C are described in terms of dark counts, operating temperature and bias-

voltage.

Keywords: optoelectronics, optical detector.

1. INTRODUCTION

It is well known that photon counting is
the technique of applications in which faint and
fast responsibilities of light detection are
required. In  recent years, significant
demonstrations have been widely used in
quantum teleportation [11, quantum
cryptography [2], optical communication and in
sensor applications [3]. For the first
telecommunication window, there  are
commercially available single photon detectors.
They are based on silicon (Si) avalanche
photodiodes, which have high quantum
efficiencies (2 50%) and low noise rates.

Several groups have reported the Ge
APDs operating in the Gieger mode, ie., at a
voltage higher than the breakdown level, can
detect a single photon at 1.3 um if they are first
cooled to 77 K to reduce ndise.

However, the single photon efficiency is
very low (~10-30%) and intrinsic noise rate
(dark counts rate) =1000 times higher than Si
APD at 0.85 pm [4].

After a brief introduction to the principle
of operation of a Geiger mode APD with
passive quenching, we then report the
performance of a C309028-DTC Si APD
manufactured by EG&G which includes a
built-in thermoelectric cooler (TEC) and a
thermistor. The experimental results of
temperature controller and dark counts as a

function of the temperature and bias voltage are
discussed.

2. THEORY
2.1 Principle of operation

The APD is a solid state quantum,
optical detector intended for low light level
application in the visible and near infrared
region. It operates in a reverse bias in either its
normal linear mode when the bias voltage, Vg,
less than the breakdown voltage, Vggr: In this
mode the gain is up to 250 or greater, or as a
photon counter in Geiger mode when Vg held
above the breakdown wvoltage. Under this
condition, a single photoelectron can trigger an
avalanche pulse of about 10*® carriers. In this
mode, no amplifiers are necessary and single-
photon detection probabilities up to 50% are
possible. After the avalanche is triggered, the
current keeps flowing until the avalanche is
quenched by lowering the bias voltage down to
Var or below. The bias voltage is then restored
in order to detect another photon. The APD
current can cither be turned off passively by
limiting the current flowing with a suitable
resistor, or actively by lowering the bias
voltage after the onset of the avalanche.

2.2 Passive quenching circuit
Passive quenching is simple to
implement, requires a minimum of power,

'S, Deachapunya and P, Panthong are the graduated physics students at department of physics, Kasetsart University, Bangkok, 10900,
1D Jarukanont is QsaJor DPST physics student at depantment of physics, Kasctsart University, Bangkok, 10900.
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space and is robust. In this mode, the APD is
reverse biased beyond breakdown through a
high impedance resistor R in Figurel. To be in
the conducting state at Vgg two conditions
must be met {5]:

1. The avalanche must have been triggered
by either a photoelectron or a bulk-generated
electron entering the avalanche region of the
diode. (holes are inefficient at starting
avalanches in silicon) The probability of an
avalanche being initiated is discussed above.

2. To continue to be in the conducting state
a sufficiently large current, cailed the latching
current, Ii atcH, must be passing through the
device so that there is always an electron or
hole in the avalanche region. Typically in the
C30902S-DTC, I ateu =50 pA. For currents
(Vr-Ver)R, much greater than I arcu. the
diode remains conducting. If the current (Vg-
Ver)Ry, is much less than I avcn. the diode
switches almost immediately to the non-
conducting  state. If  (Ve-Ver)Ry, is
approximately equal to Ipatcu, then the diode
will switch at an arbitrary time from the
conducting to the non-conducting state
depending on when the number of electrons
and holes in the avalanche region statistically
fluctuates to zero.

When R, is large, the photodiode is
normally nonconducting, and the operating
point is at Ve-14Re in the non-conducting
state where Iy is the dark surface current.
Following an avalanche breakdown, the device
recharges to the voltage Vr-14:Ri with the
time constant CR, where C is the total device
capacitance including stray capacitance. Using
C = 1.6 pF and R_ = 400kQ. a recharge time
constant of 0.64 microseconds is calculated.

Vo=V +4V

Trd e MY WA Y S
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R, = 400k
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R =R, +R,
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Figure | Passively quenched APD in the
photon-counting mode and real-time trace
pulse shapc

2.3 Photon counting

The APD can be triggered not only by
photons, but also by carmriers generated duce 10
thermal, tunneling and trapping processes
inside the semiconductor. These processes
cause a self-triggering rate of the detector
which is called dark counting rate, R. Thus
counting all the pulses <can lcad to
overestimating the light intensity at the
detector.

In photon counting measurements, the
signal is produced by the photoelectron counted
by the detector while the noise is contributed to
the statistical fluctuation. The minimum
detectable optical power P can be expressed:

o 2’2[5}“2 _NEP
n\T (2T)/?

Where NEP is the detector noise-equivalent
power, T is the measurement time, 1 is the
photon detection efficiency of the detector, and
hv is the photon energy.

When APDs is operated with a passive
quenching circuit, and the count rate is low ( <
250 kHz), the dead-time correction count rate,

ns, can be estimated from (3]
Ne

(2)

n =
i 1-n.1

Where n. is the observed count rate, and t
is the dead time.

2.4 APD temperature dependence

An APD is a device similar 1o a rectifier
diode, except its output current contains a term
which 1s dependent on the incident hght
intensity on its surface in the operating
wavelength range. The APD output current is
given by

av
Lo = -lg +ls[e” _1] (3)

where Ispp is the APD output current, I4
is the detected photo-current, [, is the saturation
dark current, q is the electron charge. V is the
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device bias voltage (negative for reversc bias),
k is Boltzmann's constant, and T is the
temperature. The sccond term of equation (3)
represents the APD dark current and the first
term, lq, represents the photo-current, given by
Ig=m P (4)
where R is the APD responsivity, and P
1s the incident optical power. The APD
responsivity, R (A/W), is obtain from

q
R=nG - — A
1 hc (5}

where n is the wavelength dependent
quantum efficiency, G is the APD internal gain,
h 1s Planck’s constant, ¢ 1s the speed of light,
and A is the wavelength of the incident light. At
a constant bias voltage, the APD operating
temperature affects its output current. The APD
gain, and therefore its responsivity, is a strong
function of the device temperature. On the
other hand, the APD dark current, as well as
the dark current noise. is also dependent on the
APD temperature.

2.5 APD temperature controller

The EG&G APD C30902S-DTC is
supplied with a built-in TEC cooler to control
the detector temperature. The temperature
status of the APD is sensed by the thermistor,
Ry which is located as close as passible to the
APD in order to ensure a2 minimal temperature
gradient between the two devices. For this
particular thermistor, the relation between its
resistance () and the temperature (K) given by

-1
R
in T ,
5.1X10° 0 1

_|Lpaete ) 6
T 3200 * 708 (6)

The bridge is supplied by the zener diode,
D, with a zener voltage V;.
The temperature monitor voltage reading,
Vm, is given in term of the zener voltage as
Rs
V= R, +Ry Vi 7
Where Rs is bridge balance resistance.

3. EXPERIMENTAL SETUP AND
RESULTS

The simple setup of our APD module for
photon counting is illustrated in Fig 2. The
avalanche photodiode was placed in the closed
black box to ensure that there is no any light
reaching the APD. The output signal from the
APD without amplification (Figure 1) has an
amplitude ~100 mV and duration <Sns FWHM.
The dead time in the detector ~ 1us is in

reasonable agreement with calculation. This
signal is disciminated by an comparator
(Analog Device, AD96687). Dark counting rate
and after pulse can be effectively reduced by
this pulse shape discriminator (PSD). The pulse
stretcher circuit (PS) s used so that the
maximum APD output fit the minimum digital
counter limit. The output detected signal from
the PS is then applied to the digital counter
(Leybold, 54745). In our experiments we
incorporate a non paralyzable electronic dead
time that ignores those couats that arrive within
a short time (250-1000 ns) after every pulse.
We find that most afterpulses occur within a
few microseconds of an initial pulse, so the
clectronic dead time serves to eliminate some
of the afterpulses from the count rates that we
measure. Since the APD responsivity is a
strong function of its voltage bias and
temperature. The low ripple (0.025%) high
voltage bias controller was designed follow
Ref. 6 which can be adjusted manually to apply
a constant voltage to APD.

High
Voltage APD PSD

PS HCounlcl:I

TEC

Figure 2. The experimental

The proportional integral temperature
controlter circuit from Ref. 8 was adopted to
cool the detector to a fixed set point from the
ambient temperature. With the precision
tesistors Rs = 34.8 k) + 50 ppm, the APD
temperature was set to —20 °C from the initial
room temperature of 20 °C.

The temperature measurement is obtained
by coverting the temperature monitor voltage to
a thermistor resistance according to equation
(7), and then this is further converted into
temperature according to equation {6). Figure
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3. shows the temperature vanation of the APD
with the thermoelectric cooler controller. The
steady-state temperature is -2040.1 °C with the
settling time approximately 3 s

Figure 4. shows the measured dark
counting rate as a function of voltage beyond
breakdown and operated at -20 °C to keep the
dark count rate low.

We observed that the breakdown voltage
of our detector is about 193 Volt and the dark
counts rate is exponentially increased
approximated by
y =0.4513x% -0.4847x-0.0072 ,

where y is the dark counts rate (kHZ) and x is
the excess bias (Volt).
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Figure 3. APD temperature vanation.
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Figure 4. Dark counts versus excess bias
(threshold 193V) @ -20 °C.

4. CONCLUSION .

In this paper, we have camed out
measurements on commercially silicon APD to
implement it as singlg-photon counting in the
first telecommunication  window.  The
experimental results show that the simple but
robust passive quenching circuit corporated

. .. {8 Dechapunyva et al)

with  the high voltage controller, and
proportional integral thermoelectric cooler are
well suit to reduce the dark count rate and
afterpulse at the low count rate. The APD
module are potential for applications requiring
high efficiency and high counting rate
capability as, for instance, gquantum
cryptography, single molecule detection,
fluorescent decays, etc. The active quenching
circuit or the gated mode technique is
preperable to use in the high counts rate for
reducing the dead time and increasing the
counting rate.
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Abstract: Quantum cryptography is a technique the most provides verifiable secure key exchange belhween the sender and
recciver. The security of the quantum cryptographic system is protected by the laws of quantum physics, which ensure
that any eavesdropping can always be detected. In this paper we shall discuss the theery of quantum cryptography, its
potential rclevance, development of our prototype and the single photon detection. Qur experimental system based on the
BB84 protocol is enable to generate the key that can be used with any conventional cryptographic system.

Methodology: A simplified diagram of our quantum cryptographic system is shown in Fig. 1. It comprises of a
transmitter (Alice) and a receiver (Bob). The atienuated puise of the transmitter is generated by zpplying a 1.7 ns
electrical pulse with a 1 43 MHz repetition rate 10 one of four low power laser diodes which is selected randomly with the

) -
pscudo-random number generated from a personal computer. The Coherence states o) =& Aol ZE[=1"> are generated
aowal

by cach laser operation well above the threshoid. In our case the amplitude jcr]l = 0.05 was chosen. 10 give a photon

number distribution per pulse according to P, =¢ L Iu]l" /rr!. A passive optical system sets the photon’s polarization to
[H). [V}, |+ 45), or |- 45) depending on whether the binary number is a “0™ or a “1™. it is comprised of a half wave plate
(HW), two polarizing beam splitters (PBS), a beam splitter (BS) and lens. A pair of laser diodes in the upper paths is
oriented so that the light beams overlapped at PBS have horizontal polarizalion,|H) (after transmission) and vertical
polarization,| V) (afier reflection). A pair of laser diodes on the lower path is also oriented similarly to the first pair, but a
half wave plate rotates the plane of polarization by 45°. Therefore, they allow us to sct the necessary |+ 45) and |- 45)
polarization states. The receiver consists of optical clements quite similar to the transmitter. A couple of avalanche photo-
detectors (APD) in the upper path is used to analyze the |H) and | V) coming photens. A couple of APD in the lower path

analyzed the |+ 45)and |- 45) amiving photons. The interference filter (IF) Al = +5nm reduces the dark count of the
system.

Fig.l A simpiified diagram of the quantum cryptography system.

Results, Discussion and Conclusion: The transmitier comprises of four laser diodes which, controllable 1o switch on-off
one for all by a microcontroller (MCS-51). The pulse signal of our laser diodes measured b_y the lGBz 4- channel color
ascilloscope have width about 1.8 ns and very stable. We set the Hanbury.-Brown and Twiss experiment to analyze the
aumber of photons per laser pulse. The experimenta! data shown that the dim Iaslel_- puise has an average 0.05 photon per
pulse. The optical setup of the transmitter comprises of a bearn-splitter, two polarizing beam-splitter, a quarter wave plate,
to assign the polarization states of photons according to BB84 protocol. ) ) ]

Our receiver contains of four Si-APD 1o detect the single photons and an optical setup, which consists of a bram-
splitter, two polarizing beam-splitter, a quarter wave plate, 10 anatyze the polarization states of ghotons from the
Iransmitter. We observed the visibilities of the single photon polarization states coming from our transmitter arc measured
with Si-APD at the receiver are V), = 099, Vy = 0.99, Vo = 0.97 and V= 0.97.

Refcreaces: [1]Charles H. Bennett and Gilles Brassard. Quantum cryptagraphy: }-'_’ubh'c key distribution and coin tossing.

page 175-179, December 10-12, 1984 Proceedings of the Internationa! Conference on Computers,
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Chaum, editors, CRYPT084, pages 475-480. Springer, 1985. Lecture Notes in Cornput‘cr S_mmcc Nq. 196.

[3)Gilles Brassard, Charles H. Bennett and Arthur K. Eckent. Quanium cryptography. Scientific American,
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(4]‘F?ighard J. Hughes el al., Secure communications using quantum cryptography, SPIE Proceedings 3076, 2
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Abstract: We report the experimental verification of our constructed optical random number generator
based on the random outcomes of a single photon incidents on a symmetry beam splitter. The
correlation function measurements of the laser pulses yield g2 (0) < 1. This is in violation of a classical
of light. The statistically analysis of a bits sequence indicate that it is random.

Methodology: The schematic representation of our optical random number generator experiment Is
shown in Figl. An infrared laser diode 830 nm pulsed at the repetition rate of 1 MHz, 1.5 ns in width.
The laser pulses are filtered by narrow band interference filter (AA ~ 5nm), and then umpinges onto a
50: 50 beam splitter. Therefore the half of the incidence pulses is directed to avalanche photodiode,
APDI1, and the rest to APD2. The randomization of the photon statistics by symmetry probability for
transmission and reflection beam splitter mainly consequence of inefficient collection of laser pulses,
losses in the optical components and inefficient detection of photoelectric detector. A key feature of
the laser light is that, the timing between the photons is random. The monobit test and the frequency
test with in a block are used to test 10” bits yield the P- value > 0.01 and > 0.0, respectively. Therefore
we conclude that the bits sequence 1s random.

APDI1 amplifier - delay Encode “|”
Interference filter A
\ Pin hole 50:50 beam splitter computer
A D O %P:)Z/Dv amplifier Encode 0~
Laser diode

Figure.1. The schematic representation of the optical random number generator experiment.



Results, Discussion and Conclusmn We perfornm measurements of second order intensity correlation
functlon of the laser pulses , g(t) .The results are that the APD current with the time delay 7 = 0 gives
g” (0) < 1, but g’(t# 0) > 1. This is a clear proof of the quantum nature of our laser pulses.

The monoblt test and the frequency test with in a block are used to test 10 bits yield the P- value >
0.01 and > O, respectively. Therefore we conclude that the bits sequence is random.
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