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In this research, we obtain Genetic Algorithm (GA) with dynamic penalty function as an
effective heuristic approach for reliability and redundancy optimization for embedded (hardware
and software) systems with failure dependencies. The most common fault-tolerant architectures
(where redundancy is applied): N-Version Programming and Recovery Blocks are considered
for system design with various system cost constraints. This is the first time that GA is applied to
optimize this type of systems, where failure dependencies in software components/versions are
considered. Failures of software components/versions are a major cause of system failures. For
many experimental studies, multiple software versions, which are functionality equivalent, do
have failure correlation even if they have been independently developed. GA is a suitable
approach since it provides robustness and efficiency in solving combinatorial optimization
problems with large, and complex search spaces. The solutions are compared with a non-linear
programming technique, where optimal solutions can be obtained and identified.

Further, we consider embedded system design optimization, with uncertainty in the
component reliability estimate, by maximizing an estimate of system reliability and also

minimizing the variance of the reliability estimate. Reasonable and interesting results are
captured and discussed.
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