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PREFACE

Countering organized crime, os well os the related problems of drug trafficking,
corruption and ferrorism, is intimately associated with development and achieving sustainable
livelihoods.

This paper provides evidence that action agains! the onli-social behaviours that rest ot
the heart of the mondate of the United Nations Office on Drugs and Crime is an essential
component of the achievement of the UN gools. In the current global context, the linkage
between insecurity ond lack of development must be taken seriously by the UN system if o
truly holistic response to the suffering and socio-economic distortions caused by crime ond
related problems of insecurity is to be built. Therefore, and this is the conclusion of the paper,
ol o time when (in the words of the Secretary General) the “hard threats” to humanity are ever
more pressing, CEB members may wish 1o focus on how the UN system as a whole helps
to contain these threats.

Today crime couses enormous individual suffering. Violence distorts social systems and
undermines legitimate commercial activity. in some countries crime is o major couse of death
among the young, undermining the development and ambitions of the next generation. Corruption
is especially subtle and pernicious. ot fimes bankrupting notions : with national wealth pillaged,
services are curtailed at the expense especially of the poor. Drug traffickers launder their proceeds
into the legitimate system, fund terrorism and promote mal-governonce. They thrive on the drug
addiction of others, destroying the lives of millions of pecple and spreading disease, especially
HIV/AIDS. Even more oppalling is the trafficking of humans, o modern form of slavery and
bondage.

These phenomena are not new, but their mognitude and consequences ore
unprecedented in the current age, both the cause and consequence of changes in the way
societies function and interact. First, weak governments, social malaise, corrupted private and
public proctices and conflict. have become a weapon and shield for criminals, troffickers
and terrorists. Second, crime and corruption have taken advoniage of the internationalization
of economic activity, market deregulation, hi-tech communications and rapid systems of
transportation. Third, as a consequence of the above, criminal octivities have developed with
remarkable speed in the lost decade, in new areas and with greater ease. Crime has become
mullinational and organized, with its own fariffs, terms of trade, management structures, financial

arrangements and means of enforcement.
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The confrast between the wealth (although only for a few) created by organized crime
and the misery spawned by it are startling. Indeed, the painful consequences of organized crime
are felt mostly in poor suburbs and shanitowns where drug injection, prostitution and abuse
spread HIV/AIDS. The octivities of criminal groups perpetuate humanitarian crises in post-conflict
situations, particularly {and ironically} where natural resources are plentiful. They attract the young
without any options for employment. They frustrate development assistance, magnifying its need
and weakening its impact.

Given the complexity of crime (used here as the archetype of all anti-social behaviours)
and the severily of its consequences, a global consensus is needed on the ways and means to
control it. Political agreement on countering these threats was strongly manifested in the
Millennium Declaration. Security cannot be guaranteed, development cannot be sustained, and
justice cannot reign if a country’s economy is based on opium or coca cultivation; if guns, rather
than ballots, elect leaders; if foreign trade is contaminated by illicit goods ; if the banking
sector is undermined by corrupt practices; if public policy pursues private interests ; if
international finance is tainted by money laundering.

Important progress has recently been made in countering crime and corruption.
The strength of multi-lateralism lies in the adoption and compliance with international norms.
The UN Convention against Transnational Organized Crime, and with its three Protocols
against trafficking of humans, smuggling of migrants, and the tafficking in small arms, which
recently entered into force, is o prime example Another historical benchmark was reached
last November when the General Assembly adopted the first comprehensive Convention
against Corruption. Society now faces the task of putting these norms into practice. Here is where
all United Nations organizations can play a role.

By definition, progrommes aimed at countering social evils are multi-sector : given
the spread and depth of these challenges there is work for everyone, building on individual
comparative advantoge and institutional expertise. In this paper several specific actions are
suggested to launch the process across the UN system. Agencies are encouraged to participate

where they see relevance to their mandates and implications for their work. 2




“wmnrifipeuuazrnirwesAnsovgnruasidionina”

N

ﬂ
CONTENTS
EXECUTIVE SUMMARY

ACTION BY CEB

THE CONTEXT

ORGANIZED CRIME AND CORRUPTION AS MULTINATIONAL UNDERTAKINGS
ORGANIZED CRIME AND CORRUPTION AS GLOBAL THREATS

IMPACT ON ACHIEVING THE MILLENNIUM DECLARATION

Peace and security

Development

Human rights, democracy and governance

TOWARDS AN INTEGRATED APPROACH

<Pp®pP ==

1

14
16
16

383




ORI ASUT U T VAN T8 WY MTTHUASKHENENA

EXECUTIVE SUMMARY

Organized crime, and the associated problem of corruption, is evolving rapidly and
now constitutes one of the key security challenges facing the global community. The activities
of organized criminal networks are expanding beyond traditional sectors such as illicit narcotics.
Already orgonized crime groups are heavily involved in the trafficking of human beings ond
there are indications of a growing trend towards sophisticated fraud in the financial and other
sectors. In turn, new and recent trends, including the expansion of the number of weak states
and the presence of zones of conflict and instability, are having a dramatic impact on the nature
and development of organized crime. Given this, the activities of organized criminal groups
have o profound influence on three sectors of direct concemn to the work of the United Nations

ond the achievement of the Millennium Development Goals.

Peace and security
Ongoing conflicts as well as civil and political instability are closely linked to the
formation and growth of criminal networks. War not only generates instability, in which
organized criminal activities thrive, but provides opportunity for illicit enrichment, through the
creation of profitable new markets for smuggled goods, such as natural resources and weapons.
Organized criminal groups established in periods of conflict delay, even subvert, the
establishment of democrotic institutions in the post-conflict phase. In most post-conflict situations,

the growth of organized crime constitutes a challenge to the development of reformed national

institutions, such as police, customs and the judiciory, as well as to economic reforms.

Critically, terrorists must be prevented from making use of tansnational organized
crime, illicit drugs and drug trafficking, money laundering and illicit arms trafficking. The
connections between organized crime and terrorist groups are emerging as a new threat in
the current global context.

The links between organized crime, conflict, and increasingly, terrorism have, and will
continue fo, put peacekeeping operations at risk.

Development

Extensive presence of organized crime undermines legitimate economic activity. legal
practices are undermined by unreloted elements of risk and investments and business decisions

are distorted. Criminal organizations often operate through ‘front companies’, blurring licit and




~illicit business ond by supplementing legal profits with illegal ones, thereby efiminating honest
CoOmMpetitorns.

In developing economies, the adivities of organized criminal groups impact directly
upon the poor. who have few savings or resources fo absorb the costs. Criminal organizations
have aiso had profound impacts on communities through the fostering of local criminal economies
that subvert estoblished systems of local governance.

The increased involvement of organized criminal groups, many bosed in developing
countries, in economic and financial crimes, such as credit and debit card fraud, fraud on the
internet and electronic counterfeiting, exemplifies the economic reach as well as the innovative
uses of modem technology.

In prominent coses of substantial fraud in the banking system during the kost decade the
implications were muly global; investors across the world being offected with the most severe
domage done to the banking systems of o number of developing countries. Such illicit octivities
may rival rafficking in illicit drugs as a source of criminal profits and ot the same time impoct
negatively on the international financial system.

Human rights, democrocy and governance
Organized crime groups directly undermine human rights, subjecting individuals

and communities to high levels of violence, fear and increased susceptibility to disease.
Most vulnercbie are those groups, the poor, the elderly. women and children, who for social and
economic reasons have fewer alternatives, or are victims of threats and deception.

Organized criminal groups tigger and fuel HIV/AIDS epidemics among injecting
drug wsers, in prisons and in the sex industry. The position has reached critical proportions in
some pars of the world where well over 70% of HIV/AIDS cases are related to injecting drug
use. The rapid increcse in drug abuse in these countries was in large part o result of organized
crime groups seeking to create expanded markets for illicit narcorics.

The transport of human beings and their sole for sexual exploilation and profit by
other human beings remains one of the most egregious violations of human rights. Violations of
the reproductive rights of women and adolescents as a result of trafficking have numerous
manifestatons including rape. forced or unwanted pregnancies and sexually transmitted diseases
including HIV/AIDS. In particular, the exploitation of children either for forced labour or purposes
of sexual exploitation. including child pomography, have oumatic consequences for young
people, undercutting their chances of living nommal and productive lives.

Apart from undercutting humon rights, organized criminal groups octively work to
subvert democratic process. including through influencing judicial systems and the oucome of

r=
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elections and the ‘buying off of elected officials. Transparent and well-functioning judicial
systems (including law enforcement, prosecutors and judges) are crucial to limiting the power

and influence of organized crime.

Building an effective response

The global nature of today’s organized crime requires a global response, relying
first and foremost on increased international cooperation. The global instrument to combat
organized crime is the United Nations Convention against Transnational Organized Crime
that came into force in September 2003. Supplementing the Convention are three protocols
targeting specific manifestotions of organized crime : the Protocol on Trafficking in Persons,
especially Women and Children, the Protocol on Smuggling of Migrants, and the Protocol
on lllicit Manufacturing of and Trafficking in Firearms. Also in 2003, the UN Convention against
Corruption was adopted and has since been signed by 104 countries and ratified by one.
it will come into effect after 30 countries ratify it.

These instruments provide an important foundation on which a broader response to
organized crime can be developed by the United Nations. What is required is a strategic
response to the threat posed by organized crime by the agencies of the United Nations system,
The paper identifies twelve areas of action for the UN - outlined in the highlighted sections
in the body of the paper. A number of specific proposals for oction by CEB are considered at
the outset. a»
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ACTION BY CEB

The issues oullined in this note highlight the urgent need to curb organized crime,
with a porticular focus required on building a comprehensive response and intensifying efforts
at infernational cooperation. In particular, the paper identifies a series of specific actions thot
must be taken by the UN system. To kick-start the process, the following immediate interventions
are proposed :

A review by the relevant agencies of the implications of the links between ongoing
conflicts and organized crime, taking into consideration the specific areas for oction
identified in the paper.

Actions identified in respect of collaborative interventions to counter the trafficking
in human beings and the smuggling of migrants, including responding 1o the
vulnerability of trofficking victims to HIV/AIDS, be token up by the Geneva
Migration Group as appropriate to its mandate,

Promotion of multi-agency assessments to determine the extent of involvement of
organized criminal octivity in the trafficking of the following illicit commodities :
small arms and light weapons in conflict zones ; nuclear and other radioactive
materials as well as biologicol- and chemical-weapon relevant materials ;
endangered species, ozone depleting substances and other commodities outlowed
under Mulliloteral Environmental Agreements; and cultural property.

An urgent assessment to be conducted of the extent of HIV/AIDS in prisons.

In the short to medium term, a series of broader interventions across the UN system will
be essential in retaining a focus on the issues outlined in the paper. Having regard to these

factors, the CEB may wish to recommend that :

The ogencies of the UN system, with due regard to their mandates, promote
the ratification of the United Nations Convention against Transnational Organized
Crime, the signing and entry into force of the United Nations Convention against
Corruption as well as the signing and ratification of other Conventions addressing
organized criminal octivities in various fields.

The agreement of the Conference of the Parties of the UN Convention against

Transnational Organized Crime be sought for the development of a UN
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system-wide strotegic response fo organized crime. Issues that could be buil
into this strategic response include : mechanisms in which UN agencies and other
organizations can help motivate States to rotify the Convention and its Protocols, as
well as the Convention against Corruption; and, encouraging the Conference of
the Parties o develop a multi-year action plan for implementation, including a
programme for technical cooperation.

Competent organizations outside of the UN system be invited to contribute to a
further examination of the issues outlined in this paper.

A cross-agency system for sharing best practices in countering organized crime
be developed, with a particular focus on preventive mechanisms, including in the
importont area of education and awareness raising.

UNDG be requested fo consider, as par of its annual work programme, the inclusion
of issues of organized crime and corruption in programme planning mechanisms,
including in the CCA and UNDAF.

Relevant agencies of the UN system contribute to the next session of the Commission
on Crime Prevention and Criminal Justice to be held in Vienna in May 2004
given that the theme of the meeting, ‘The Rule of lLaw and Development’, encompasses
many of the critical issues outlined in this paper.

Further discussion ond anolysis of these issues be encouraged at the 11" Crime
Congress to be held in Bangkok in April 2005 and that, given the importance
and urgency of responding fo these matters, agencies of the UN system actively
participate in the discussions at the Congress.

The organizations of the UN system be invited to pursue actively and in a

collaborative way the programmatic activities set out in this paper.

. The context

The Millennium Declaration stresses the right to live in dignity, free from violence and
oppression. Good governance and the rule of law are deemed necessary to
promote sustoinable development.

The Secretary-General has spoken of “hard” and “soft” threats to contemporary
societies, both equally pernicious fo development and, therefore. to the attainment
of the Millennium Goals. Crime is more than just @ synonym of hard underworld
violence, relevant only 1o law enforcement agencies. Equally pernicious are the
soft under-belly dimensions of illegality. from cormuption to corporate offences, from

cyber-crime to money loundering. Public wealth, of state treasuries and public
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companies alike, is stolen and expatriated. Shareholders have their rights, and
revenves, denied. The internet spreads iflegal octivities through a web that
overcomes barriers of time and space. creating ¢ seomless illicit market whose
omni-presence is, ironically, hard to detect. Advantage is taken of massive poverty
ond the winerability of human beings, especially women and children, rapped
ond smuggled as “merchandise” for exploitation in distant lands. And. through
the corruption of the very same instituions that are necessary for sustainable
development, the condition of misery is rendered ever more permanent.

3.  Given the scale, and the spread, of these problems Member States have committed
themselves o make the United Nations o more effective instrument in the fight
agoinst illicit drugs, violence, terror and crime and to intensify their efforts to fight
tronsnational crime in all its dimensions. Measures against trafficking, as well as
smuggling in human beings ond money loundering have become even more
necessary ond urgent.

4. While petty criminal octivity undermines individual security by reducing people’s
life chances, when such activity is organized and sophisticated it has a profound
impact on societies’ socio-politicol development.’

5. The global instrument to combat anti-social behaviours is the United Nations
Convention against Transnationol Orgonized Crime that come into force in
September 2003. and now ratified by 63 Member States. Significant are also
its three attoched instruments. torgeting specific manifestations of crime : the Protocol
on Trofficking in Persons. especially Women and Children, the Protocol on
Smuggling of Migrants. and the Protocol on lllicit Manufacturing of and Trafficking
in Fireorms. In December 2003. another major building-block of the world system

ot good governance was put in place, when the UN Convention ogainst Corruption
was adopted. since signed by 104 countries and ratified by one. It will come into
effect after 30 countries ratify i,

6. These Conventions, combined with other earier international legal instruments

(for example the Convention for the Elimination of Discrimination Against VWomen

ond the Convention on the Rights of the Child). provide an increasingly

" The UN Conventon against Transnationel Crgonized Crime does, however, conkain o definifion of whot
constitles an ‘organ.zed crmingl group” based on the premise that it maners liMe \n what octivities such o group may
be engoged in. This is regarded o be o “stuciuned group. of tuee or more persons, existing for o period of time and
actng «n concer with the am of commimng one or more senous crimes or offencers established in occordance with [the]
Comvention, i order 1o obiain, directly or indectly. o finoncial or other matenal benefit.” (see Amcle 2(a) of the
Comention).

58



\.

R TITBO LA UT WL T INEAN SO UG M TNUAZHRBNEA "

comprehensive global response to injustice and insecurity. The United Nations
Standards for human rights in the context of the justice and the rule of law are
another foundation of the system.

7. These instruments provide o legal framework. a stimulus for action and a systematic
way of organizing action to contain the manifestations of a-social behaviour.
Prevention, especially the elimination of the root causes of crime, poverty and
lowlessness is equally important : key to this is good governance and the rule
of low. These are core concerns of the United Nations, with all ogencies expected
to play a role in defining a common denominator for action and a framework
for joint implementation work.

8. The paper outlines the key characteristics of organized crime, with emphasis placed
on its global dimensions and on the required international response. In turn. the
impact of organized crime in key areas - peace and security, development and

human rights — is assessed, and action steps for the UN system proposed.

ll. Organized crime and corruption as multinational undertakings
Q. In the last decade. organized crime has evolved, propelled by the opening of
markets (globalization), facilitated by new communication technologies, and
pressured by imporant low enforcement successes. As a result, crime groups
today resemble complex networks of business conglomerates able to blend
illegality with legitimate business. Some of the key characteristics of organized

crime groups are illustrated in Figure 1.

Activities in 3 or more countries Eﬂ--w..=,a-rr; T

*

Multiple activities [T o
Cooperation with other criminal groups E_

Extensive use of violence E‘W‘ TR R
Cofruption essential to activities m BT e S
Political influence m‘l-—l

Penetration into the legitimate economy

T S R A

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure 1: Characteristics of organized crime groups
(Source: UNODC)
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12.

14.

Gone are the hierarchical structures (the families, the cartels, the cupolas and alike),
specialized only in violence and therefore easily cost to the margins of society.
Such groups have fragmented, reploced by an explosion of complex networks of
criminal organizations whose activities span many counlries, where governments
may have different capacilies ond/or levels of political commitment to combat the
problem. In short, availoble evidence shows that crime groups are more pervasive
and dynomic in organization and have broadened their scope of operations,
geographically and by sector : that is, not merely transnational and specialized,
but trans-continental ond diversified. The trend will continue in conjunction with
globalization.

Criminal organizations are not purely creatures of the underworld. Their ‘business’
{bloody as it may be) crosses into the realm of legitimate commerce. For example,
the vehicles (containers, for example) for illicit trafficking are the same as for
legitimate business . the arteries for the transport of illicit drugs and other
contraband are often not unregistered ships or un-marked airplanes arriving at
isolated airports, but commercial shipping, posial systems and couriers - the trans
port and communication network lying at the very heart of global trade. The profits
from illegal activities are also almost always invested in the legal economy.

Just like legitimate business, organized crime today pursues mulliple activities.
While drug trafficking remains a key specialization, criminal organizations also
engage in trafficking of whatever is available for profit — from nuclear waste and
tirearms, to protected species, cullural artefacts and even human beings. Cyber-
links enable sophisticated fraud scams, by facililating economic and financial
transactions between people mutually unaware of who they are, where they are,
and what their motives might be.

The violence that accompanies organized criminal activities weighs heavily on
the victims. Think in particular of women kidnapped and Irafficked for sexual
exploitation, of children brutalized and then disposed of, of people of all oges
forced into lobour with litle or no pay. On all conlinents human resources are
sold and bought for quick return, vulnerable to the spread of disease, most
particularly HIV/AIDS. Orgonized crime causes massive human rights violations,
with education, health services, even heedom, denied in modern forms of slavery -
from sweatshops in urban centres to exploitation camps in rural areas.
Transnational crime groups engage in extensive violence to bend victims' resolve :

threats and intimidation are torgeted at public officials and ol common citizens
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fo gain acquiescence. Violence needs not be bloody : identity papers are
destroyed, fear (including of retaliation against next-of-kin} is instilied, the risk of
illness or the refusal of medical treatment (in brothels and at the work-place) are
used as an instrument of coercion. At other times, violence moy include forcing
a woman fo use or not use birth control, or to have or not have an abortion.

15. Crime undermines the human security of millions of citizens. In its most extreme
forms, organized criminal activity is the cause of the perpetuation of humanitarian
crises, starting from conflicts that are rendered more difficult to settle becouse of the
greed and the illegal exploitation of assets in war-torn lands. In many urban areas.
large populations live in constant fear for their fife as a result of drug-related
violence, town and cily government are undermined. with communities being
regulated not by consensus. but through feor. in this way, organized crime impacts
heavily on the control and management of urban setlements, where, toking
advantage of weak local government structures and governance mechanisms, it
exerts a heavy influence on public invesiments, resource management and the
daily livelihood of people. Cities are very often both the organizational nodes as
well as the markets for illegal goods of international criminal networks.

16. Then there is the intangible aspect of the problem : the penetration of national
governments, economic sectors, even people’s minds and hearts. Almost
everywhere, organized crime and high-level corruption are inter-dependent,
one depending on the other in the conduct of business and in the search for a
cover for illicit activities. Corruption often reaches into governments and

parliaments, undermining the state and its institutions. Not only do crime groups

engage in bribery to ensure the movement of contraband (be this drugs.
weapons, or any other illegal commodity) across borders; they also engage in
extensive political corruption. As a consequence, criminal groups gain political
influence and render the administration of law less equal and fair. With the risk

of public refaliotion weakened, the reward of corruption becomes even more

attractive : fighting corruption is integral o fighting organized crime.

ll. Organized crime and corruption as global threats
7. While organized crime was first extensively studied in the context of the developed
world (beginning in the 1950s), recent evidence suggests that the threat has now
reached global proportions. Not only does organized crime continue to occur in

rich countries (think of mafia-style behaviours, or more simply of recent corporate

y s
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20.

21.

crimes) : it is now increasingly present in developing countries. Given the scorcity
of resources in these caoses (to cushion the blows) the impact is of course even
greater.

The rapid growth of organized ciime in developing countries has been greatly
facilitated, amongst other faclors. by weak. even collapsed states; wars and
ethnic sirife : mass poverty and wealth inequality ; and. high levels of corruption.
In mony cases, of course, it is difficult to discern whether such factors are a cause
or the consequence of organized crime. Many fragile societies are trapped in a
vicious cycle, where organized crime creates the conditions for its own growth,
and countries are gradually weakened in their ability both to fight criminality, and
to achieve decent levels of security and development.

While common denominators and shared features prevail, the nature of organized
crime varies, depending on place and time. Marginalisation may push individuals
to seek economic opportunities through illicit rather than licit means. Or, civil
conflicts may push protagonists to seek control of resources (under. as much as
above, ground), to bankrolt their war effort, with organized crime acting as a
mid-wife.

like most social phenomena, illicit frade (and its links to organized crime) is driven
by supply and demand, and by strong international linkages. Developed countries
are often the consumers of illegal commodities (such as drugs. pirated primary
resources, or counlerfeits) trafficked from weak states or conflict zones. Contraband,
such as motor vehicles or firearms, stolen in developed countries often make their
way to criminal groups operoting outside of them.

A good example of this interrelationship between developed and developing
regions is the global pattern of trofficking in human beings (Figure 2). Countries
of origin for trafficking in human beings are mainly Central and Eastern
European, African and Asian states. Countries of destination are mainly those of
the indusirialized world. A similor pattern also characterizes the smuggling of

migranis.
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Figure 2 : Global human trafficking patterns
{Source : UNODC)

22. The consequences of international illicit trafficking — be it of narcotic drugs.
human beings or firearms — are often felt in local communities. Take the case
of a small town, where the sale of illicit drugs and the associated presence of
prostitution (often by enslaved women) are connected to the violent use of
unregistered firearms by criminal groups fighting for turf.

23. Imporfantly too, the sophistication of the banking sector., combined with the
global reach of the Internet, have dramatically reduced the imporonce to crime
and corruption of physical boundaries. For example, the fraudulent use of credit
and debit cards by sophisticated organized crime groups maoking use of

advanced counterfeiting technologies has now become a tuly globalized

business. By making use of off-the-shelf technologies. data from genuine credit
cards can be compromised in one country in the morning. counterfeit cards
produced in the afterncon in another country, then used that evening elsewhere
again. The counfries may not even be on the same continent. In the year 2000
alone global losses for fraud using plastic cards was estimated to be in excess

of US$ 2 billion?
24. The global nature of today's organized crime requires o global response, refying

first and foremost on increased international cooperation. The international
communily cannot surrender to the notion thal crime and corruption are social

maloises, unavoidable because so widely spread. Since unconditional surrender is

? Steve Vanhinsbergh. ‘The evoluion of phastic card froud”, KPR, No 491, 2001,
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not an opfion, the tough question is : ot the United Nations are we doing enough
obout these social evils. individually and jointy?

25. This issue is considered next. including several proposals for UN action.

IV. IMPACT ON ACHIEVING THE MILLENNIUM DECLARATION

26. The activities of organized criminal groups have a profound influence on the
three areas the Secretary-General identified in his report on the implementation
of the Uniled Nations Millennium Declaration : (i) peace and securily, (ii)

development, and (iii) human rights, democracy and good governance.’

A. Peace and security

27. Ongoing conflicts, as well as civil and political strife, are closely linked to the
formation and growth of criminal networks. Conflicts and instability in the Andean
ragion . Wesl, Central and Southern Alrica : Central Asio ; and South Eastern
Europe have all been intimately associated with the growth of powerhul criminal
otganizations. War not only generates instability, in which organized crime
thrives ; it provides opportunity for illicit enrichment, through the creation of
profitable new markets for smuggled goods (for example, natural resources and
weapons). Criminal networks often conslitute an important interface between
legitimate commeicial operations and dishonest groups within conflict zones.

28. In many conlflict situations local warlords plunder entire regions and use their

power lor trading in weapons, drugs and local primary resources. Such warlords

often block progress towards conflicts resolution, and strive for the perpetuation
ol anarchy and lawlessness under which their illegitimate business activities
can thrive. Warlords and acolytes also violate human rights and humanitarion law.
Given that they ohten operate under the guise of political motivations and their
activities include both common and war crimes, warlords constitute a particular

hybrid form of organized crime that pose significant policy challenges.

29. In most post-conflict situations. the growth of organized crime constitutes o
challenge to the development of reformed institutions (police, customs and the

judiciary). From Afghanistan to lraq, from the Caoucasus to the Balkans, in VWasl

' Report of the Secretary-Geraral. Implementahon of the AMilennum Declaration, Fift-aighth sassion of the
Genenal Assembly, Follow-up 1o the curcome of the Millennium Summit, 2 Seplember 2003, A/58,/323.
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33.

as much as in East Africa, the evolution of criminal organizations poses an
obstacle to achieving stable, more prosperous sociefies.*

Organized crime networks have been involved in the trafficking of firearms to,
within and from conflict zones. This has had o dramatic impact on levels of
casualties during the conflict and of criminal viclence after it, both within states
engulfed by conflict and in surrounding lands. Organized criminal groups, acting
for profit, have reportedly also attempted to acquire weapons of mass destruction.
As recognized by Security Council resolution 1373, the links between criminal
activities and terrorism are important. Similarly, Security Council resolution 1456
stressed the need 1o prevent terrorists from making use of fransnational organized
crime, illicit drugs and drug trafficking, money loundering and illicit arms trafficking.
Indeed, during the last three decades, the production and trafficking of illicit
drugs have become a major source of income for terrorist groups, in (but not
confined to) Llatin America, Central and South East Asia. The connections between
organized crime and terrorist groups are now a key security challenge.

An assessment of the ways and means to counter warlords is essential if society
wishes to combat organized crime in conflict zones. Such interventions must
include the use of targeted law enforcement, progressively escalating from
‘naming and shaming’ of those with criminal links, to sanctions, to the regulation
of natural resources, to the establishment of special tribunals and prosecutors.
More focus is also required on the development of local specialized investigative
skills to counter organized crime in post-conflict societies, including sensitivity to
the needs of particularly vulnerable groups, such as women and children. Policing
interventions in such environments must be viewed as an integral part of the
rule-of-low continuum, coupled with parallel interventions in the other components of
the criminal justice system such as the judiciary and penal systems.” It is paramount
that these issues are considered in the early stages of emergency and
reconstruction, so that an appropriate basis is set for the development of
innovative initictives, the involvement of the community and the strengthening
of local government structures to be able 1o counter organized crime through

prevention and local action.

“ For Irag. see Addressing Organized Crime ond Drug Trafficking in Iraq: Report of the UNODC Fact Finding
Mission, Vienna, 25 August 2003.

* Renata Dwan {ed), Executive Policing: Enforcing the law in Peoce Operations, Oxford University Press, 2002,
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Action 1:  Respond effectively 1o the links between orgonized crime, corruption and conflict — and the resulringj
* challenges for peacekeeping and post-conflict reconstruction — by : X

0. Using available expertise fo ascertain the nature and extent of organized crime in conflict situations, as well
as during the initial assessment phase of peacekeeping missions.

b. Building the combating of organized crime into the work of UN agencies involved in post-conflict and
peacebuilding operations.

c. Collaborating in preventing and combating the trafficking of women and children to and from conflict and
post-conflict zones, in particulor those involving refugee and other displocement situations. including through the
development and enforcement of strict codes of conduct for UN persennel.

d. Developing training uricule and recommending training modolities for peacekeepers on action against
organized crime, trofficking in human beings and corruption.

Action 2 :  Develop sirategies to prevent trafficking of small arms and light weapons by organized crime in conflict
zones, through the establishment and monitoring of systems of marking of firearms as outlined by the Protocol against
the lllicit Manufacturing of and Trafficking in Firearms, as well os better cross-border law enforcement,

Action 3:  Ensure effective colloboration to prevent and combat money laundering and financing of terrorism. !
Action 4:  Collect and analysis global data on incidents of ilticit wofficking in nuclear and other radicactive
materiols, as well as biclogical- and chemical weapon relevant materials, and the involvement of organized crime.

B. Development

34. There is a causal, bi-modal link between organized crime and unsustainable
development. On the one hand, organized crime directly impacts upon the ability
of States to achieve sustainable development. This becomes evident if the
UNODC index of organized crime is meosured against UNDP’s Humon
Development Index. The UNODC index is composed of a number of indicators,
including the extent of smuggling in a number of illicit commodities, public and
business perceptions of the degree of organized crime and corruption, and the
extent of crimes such as homicide, robbery and corruption closely connected to
organized criminal activity. A detailed overview of this data on @ country-by-
country basis indicates that high levels of orgonized crime correlate with low
levels of human development.

35. On the other hand, underdevelopment and institutional weakness provide the
context for organized crime and corruption to thrive. Organized crime bends
markets out of shape. legal practices are undermined by unrelated risks, investments
ond business decisions are distorted. Criminal organizations often operate
through ‘front companies’, blurring licit and illicit business. Such companies
undermine especially new business by undercutting prices. They can do so by

making their profits from illegal activities, effectively eliminating honest competitors.
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in developing economies, the activities of organized criminal groups impact
directly upon the poor, who have few savings or resources to absorb the costs.
The shadow economy fed by illicit profits means that there is less of a revenue
base for education. health care, pensions, and other necessities. Criminal groups
even targe! development agencies : so much that a better understanding is
urgently required obout how the UN system. especially technical and humanitarian
assistance, could protect itself from criminal (or corrupt) activity. Criminal groups
olso target government services such as pension payouts, often the key source
of resources in deprived areas. Criminai crganizations have also had profound
impacts on communities through the fostering of local criminal economies that
subver establishea systems of local governance. In more exposed countries this
constitutes a serious impediment to municipal government.

Economic and financial crime is widely spread. involving investors across the
world. The most severe domoge occurs usually to the banking systems of
developing countries. Such ilicit activities may rival trafficking in iilicit drugs as
a source of cnminal profits. They may even hurt the international financial system.®
Taking advantage of weak local government and failing admiristration, organized
crime exers control on cities. it manages urban resources, determining the right to
housing or other services. In addition. it influences, through corruption and cooption
of officials, decisions on land management and public investment. diverting them
from public good to personal interests and illicit financial gain. When appropriate
regulation and enforcement is not forthcoming, entire sectors of the urban
economy may become organized under the ‘supervision’ of local gangs or
warlords. The example of transport systems in many African cities is one such case.
Perhaps the most palpable. ond least visible way in which organized crime
undermines development is by driving away investors. Few companies expose
their executives to kidnapping. viclence or extortion. Parts of latin America. and
progressively Africa, are indeed cases in point.

Organized criminal activily also has longer-term impacts on culture, by stealing and
trading in cultural property, often during civil strife. The cultural heritage of some
societies risks being lost.

With the adoption and entry into force of a large number of Multilateral

Environmental Agreements (MEAs) and their translation into national law, activities

* Infernational Monerary Fund. Financial System Abuse, Financial Crime and Money laundering - Background
Paper, 12 February 2001
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such as the ilegal rode in endangered species and ozone depleting subsionces
are now considered o criminal offence by Stotes Porties. These are crucial
measures 1o control a rade thot has been substantial, is increasing ond offen run
by organized crime.

42. Some imponant interventions ‘o counter these challenges are underway. technicol
assistance and training is being provided 1o counfries fo counter the loundering of
the proceeds of crime and 1o build more transparent financial systems, as well
as supporing efforts ot judicial reform and strengthening the rule of law.
These octivities provide a crifical building block in tockling the issves outlined
obove, but imporantly, must be combired with initiatives aimed ot refxming ond
strengthening criminal justice sysiems, most notably the judiciary. in order 1o
provide the necessary legal and instiutional framework for susioined development.

Acion 5: Develop o mecharsms 10 Jsuy govemmens 10 prevent it rofching ano 1o recover kit oasels,
ncud g Mose 3vwng Fom cormuphon oy Siowe ofcich

Aglion & :  Fevew exstng nvies ond procices conce g Te dervery of techrcgl cooperation incuding through
procrem™ent, wi™ O vign G Drgvert g SCLOge OF Lady Trough Corruphon

Achion 7 : S, me reigtonang of crgonged crme 10 LDan plonrng, ovest™ert o~ wbar development, ond
de-ecr 1vTeges 10 rengthen the roie of iocot government ang ciwl soCiely 18 Drenenhing Crgarzed cnme ond |
HgRtTg N MONARICHONS

Action B: mwuigae Fon ecttng ernohong  tsments amed o preverting me rofhcing n cuitwal
EroDem,  con Ce honer compemented by mlerentcors cesugned specicoly o tockie the imonemen of
VgITIIed 11T FIOuDs

Action 9  me 278q of emvionmental protechon. deveop o sraweg< response 10 the wwolement of argonzed
e Ouss T e omoung of Lo commodites fuch 93 endorgened species

Human rights, democrocy and govenance

43 Orgonized crime groups directly undermine human rights, subjecting individuols
o~d communities 'o high levels of viclence. fear ond increased exposure
disease. Most winerable are the poor, those with fewer cllemnatives. who ore
more easily vichms of threats and deception.

42 Jo o grear extent organized crime syndicales cause HIV/AIDS epidemics
among niechng drug users. n prisons and in the sex ndustry. The complex
reiatonshic between organized crime and HIV/AIDS can be illusvated by
deveiopments 1n Eastern Europe. the Russiorn Federation ond Central Asic in

<
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the course of the last decade. After the break up of the former Soviet Union.
various social institutions ceased functioning in the newly independent states.
particulorly the drug control and the health care sectors. and. as a consequence,
there was a huge influx ond increased availobility of drugs, organized by
international and national crime syndicates.

45. This development led to a dramatic rise in the number of drug users. For
example, in the Russian Federation, the number of registered drug users more
than doubled from 1998 to 2003. The real number of injecting drug users
(IDUs) alone is estimated at about 2 million. Injecting drug use carries a
significant risk of HIV transmission, and as a result the incidence rates for HIV
infection have increased dramatically. Today. it is estimated that there are
approximately one miliion people living with HIV/AIDS in the Russian Federation,
a significant proportion — estimated in 2002 at well over 50 percent — having
acquired the disease through using contaminated needles when injecting drugs.
Heterosexual transmission and transmission while in prison are other modes in
which HIV/AIDS has spread in Eastern Europe, Russia and China. The rapid
increase in drug use in these lands was in large part a result of organized
crime groups seeking to create an expanded market for illicit drugs.

46. The situation in Central Asia is even more worrying. Here there hos been a
particularly rapid increase in drug abuse given these countries’ exposure to drug
tafticking from Afghanistan. Figure 3 shows the number of registered cases of
HIV/AIDS in Central Asia since 1999 as compared 1o an estimate of the proportion
of cases regarded to be related to injecting drug use. The average proportion

of HIV/AIDS cases related to injecting drug use in 2003 for the region as a
whole is estimated to be in the order of 75 percent® In China the equivalent

measure is /G per cent ; in Russio and Ukraine it could be as high as 90 per cent.

# This includes data from Kazakhstan, Kyrgyzstan, Tajikistan and Uzbekistan. Data was not avaiiable for Turkmenistan.
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Figure 3 : HIV/AIDS transmission in Central Asia through injecting drug use
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49.

(Source : UNODC)

The trafficking of human beings and their sexual exploitation is one of the most
terrifying violations of human rights. Gender based violence against women and
gifls, os a result of trafficking. includes rape, forced or unwanted pregnancies
and sexually monsmitted diseases.” The exploitation of children either for forced
labour or forced sex, including poedophilia. hove traumatic consequences for
young people, undercutting their chances of living normal and productive lives.
Criminal groups engoged in the smuggling of migrants destoy lives ot the early
stage. individuals. whether tafficked for exploitation or smuggled for labour.
hove difficulty returning to their home countries, including proctical difficulties
resulting from the loss of identification and travel documents. In some cases the
obstacles to retumn may be related 1o the fear {ond stigma) of the treatment that
awaits them. In certain circumstances, refugee recognition may be warranted.
Criminal groups engaged in the mafficking of human organs and body parts
also target the poor and the vulnerable.

Modem technology, most nolably the Internet, has provided new opportunities
for sexval exploitation. As recognized by the Word Summit on the Information
Society in December 2003, the potential for information and communication
technology to promote the development goals of the Millennium Declaration is

¢ Office of the High Commissioner for Human Rights, Recommended Principlas and Guidelines on Human Rights
ond Human Trofficking. Geneva, 2002 (E/2002/68/Add.1).
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dependent on, amongst other foctors, the promotion of a global culture of
cyber-security. including through the prevention of information and communication
technologies being used to promote viclence, all forms of child abuse, including
paedophilia and child pornography. and trafficking in, and exploitation of, human
beings.

50. A growing market for international “sex tourism’, which includes the sexual abuse
of children, has also been exploited by organized criminal networks involved
in trafficking of human beings.

S1. Apart from undercutting human rights, organized criminal groups actively work
to subvert democratic process, including through influencing judicial systems and
the outcome of elections and the ‘buying off of elected officials. Transparent
and well-functioning judicial systems (including low enforcement. prosecutors
and judges) are crucial to limiting the power and influence of organized crime.
Similarly, more transparent systems to promote accountability are needed fo
eliminate the links between organized crime and political party funding. In many
countries, widespread public suspicion that judicial systems are corrupt and
that criminal acts are committed by elites in both the private and public sectors
undercuts government legitimacy and undermines the rule of law. In shor,
countries that are ineffective in enforcing the rule of law are likely to have
significantly higher levels of organized crime. ™

52. A clear criterion for preventing and combating organized crime. as well as holding
other countries 1o the standards necessary to achieve this, is the presence of

political will and commitment.

' Adtion 10: In order to counter trafficking in human beings and smuggling of migrants in a more effective and
collaborafive way
: a. Formulate the principles of o joint strategy for information compaigns on trafficking in human beings and
! smuggling of migrants, including the provision of relevant information on ovailoble channels for legal migration.
; Cooperate in international awareness raising campaigns targeting visifors to some countries in order to counter the
problem of "sex tourism’.
b. Develop joint initiatives aimed at building local capacity to effectively counter rafficking in human beings and
smuggling of migrants. with particulor aftention to women and children, toking into account the respective mandates
of individual agencies.

* This conclusion is bosed on analysis conducted by UNODC that measure levels of organized crime against
a World Bank measure for the rile of law,

TPV Er ARG
b L E 1

e

. 31




“N M IIIDIRUASUT T AN TO MW N TTUAS DN E NG

Action 11 . In relation 1o the links berveen organized crime, drug trafficking and the spread of HIV/AIDS, the |
following infiahves should be undenaken : :
a. Build local capacity to provide care. suppert and counselling services for repofriated victims of rofficking
with HIV/AIDS notwithstanding whether they are in countries of origin, destination or tonsit. In porticular, such .
interventions must address the reproductive ond sexuol health needs of victims, including the comsequences of

sexual viclence.

b. Work towards providing core and support lo victims of refficking with HIV/AIDS, Assess. os o mater of
uvrgency. the levels of HIV/AIDS in prisons and implement harm reduction measures. ‘
Action 12 : Collaborate o find creative mechonisms to prevent ond ossess the impact of orgonized crime on :
human nghts. including emphasising the importonce of effective systems of integrity and oversight in law enforcement
agencies specificolly assigned with this task.

V. TOWARDS AN INTEGRATED APPROACH

53. Orgonized crime is evolving rapidly and now constitules one of the key
security challenges facing the global community. New and recent trends, including
the expansion of the number of weak states and the presence of zones of conflict
ond insiobility. are having a dramatic impact on the nature and development of
organized crime. Increasingly. the activilies of organized criminal networks ore
expanding beyond their traditional sectors of trafficking. Already organized
crime groups are heavily involved in the trafficking of human beings and there
are indications of o growing trend towards sophisticated froud in the financial
and other sectors.

54. These and other developments suggest that, more thon ever before, confronting
organized crime must rely on a holistic response that is based nol only on the

establishment of more elfective instruments of low enforcement, but on ensuring

the long term success of political, economic and social development processes.
There is thus a need for the UN system o pay much greater attention to the
crosscutting impact of transnational organized crime, using the momentum
generated by the entry inlo force of the Convention on Transnational Organized
Crime and of its three Protocols ond the adoption of the Convention ogoins!

Corruption.

55. It should be emphasised that effectively enforcement of these Conventions relies
on adequately functioning criminal justice systems. A key focus therefore must rest
on institution building, in particular in the area of criminal justice.

5¢. Some data on the extent, nature and impact of organized crime has been
presented here. This is just the beginning of a process of learning how trends in

organized crime can be effeclively measured and monitored. Information gathering
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57.

across a variety of sectors on the nature and impact of organized criminal
activity is essential to effeclively combating the problem. UNODC has developed
some expertise in this regard and will continue to work on stengthening its
capacily in conjunction with the UN system and other relevant partners. The aim of
the UN system should be to develop @ network of expertise on issues of organized
crime and corruption, in order to facilitote the dissemination of information on
trends and best proctices.

All agencies involved in issues related to peace and security, development,
governance and human rights need to review their activities so that the UN
system's response to issues of organized crime and corruption to date can be
documented. Many UN system organizations, including the World Bank and
IMF, have a substantive and mutually reinforcing role to play in this regard.
Strategies, based on o common understanding of the problems, need to be
developed and an action plan of joint activities addressing. for example, trofficking
in human beings, alternative livelihoods, HIV/AIDS, money laundering and

corruption needs jo be prepared.

The Resident Coordinator system

58.

There is a need, therefore, for all agencies to cooperate at the field level to
address the issues of organized crime and corruption in order to fulfil their own
mandates with moximum efficiency. The situation in the respective country should
be assessed with regard to each of the major areas covered in this poper and
an analysis and achievement indicators included in the Common Country
Assessment. Responses to the problems should likewise be integrated into the

country UN Development Assistance Framework (UNDAF) by the UN country team.

Partnerships

59. The role of. and the UN’s collaboiation and coordination with, specialized

international organizations outside the UN system is crucial. These would include
notably the International Criminal Police Organization (ICPO/Interpol), the Waorld
Customs Organization (WCO), the Financial Action Task Force (FATF) of the
Organization for Economic Cooperation and Development (OECD) as well as
related regional organizations.

Non-governmental organizotions also need to be included in a comprehensive
response to organized crime as they hold a wealth of information and have

an outreach to populations not readily accessible to the international community.
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UNODC collaborates, for instance, with Transparency International on corruption
information and sub-contracts local NGOs to implement victim support segments
of criminal justice and human trafficking projects. NGOs often possess strong
lobbying power that can be effectively utilized.

61. locaol government is o key (and often ignored) partner in countering both
organized criminal activity ond its impact. More effective systems of local
regulation, for example, of alcchol sales, prostitution, or taxis, as well as targeted

urban renewal projects constitute important interventions by municipal government.

Prevention

62. Critical to any discussion of how the UN system should confront organized crime
is a focus on preventing its occurrence. It should be noted that both the
Convention against Transnational Organized Crime and the Convention against
Corruption contain detailed provisions in respect of preventive measures, including
provisions for the sharing of information amongst states and on promoting
public awareness as to the threat posed by organized crime ond the related
problem of corruption."" The Convention against Transnational Organized Crime
urges State Parties to participate in projects aimed at the prevention of
transnational organized crime through, for example, “by alleviating the circum
stances that render socially marginalized groups vulnerable to the action of the
transnational organized crime™.'? The Convention against Corruption contains
specific provisions on the prevention of money laundering."

63. The comprehensive response lo organized crime argued for in this paper

presumes that law enforcement interventions are the last resort, and that an array

of policy interventions are required both to make societies less attractive for
organized criminal and victims less vulnerable to being exploited by criminal
groups. Greater debate is required across the UN system as to the viability of
various interventions in this respect, along with a more systematic mechanism

in which lessons can be learnt and best practices refined in the area of prevention.

This includes the critical area of awareness raising and civic education.

" Article 31 of the Convention against Transnationol Organized Crime and Chopter i of the Convention
against Corruption.

? Article 31 (7).

" Article 14.
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The Development of Prevention and Suppression
Measures to Tackle Organized Crime in HK
and Significant Experience

Organized Crime

Many organized crimes today have common features or are muiti jurisdictional in
nature. In an era of regionalization and globalization, criminal syndicates are possible to
conduct their illegal activities among countries and crime does not necessarily stop at borders
or boundaries. The substantial potential negative impact from these crimes poses a serious
threat 1o the societies that we serve as law enforcement agencies.

What is organized crime? Before answering this question, | think | am quite correct to
say that arganized crime exists in every country irregardless of whether the country is developed
or not. To devise measures to tackle the problem, the primary task is to understand the
common features or characteristics of organized crime.

As with other common types of criminal activities, orgonized crime is primarily on
economically driven enterprise. It is the lure of easy money that propels illegal activifies to
develop. odvonce and spread around.

It is olso because of its sophistication and high degree of crganization; organized
criminal activities could produce significant profits and at the same time, reduce risk of detection.

A simple mathematical representation is that — organized crime = huge profit + easy

to get away.

Brief Description of Hong Kong

In order lo demonstrate the current problems being experienced by the Hong Kong
Police Force. | would like to provide o short introductory overview of Hong Kong, its main
features and its police force. It is my intention to show many of the orgonized crimes that we
face in Hong Kong have features very similar 1o crimes experienced in other countries
throughout the Asia Pacific Region.

Hong Kong is a Special Administrative Region of the People's Republic of China. It has
o total area of some 1.102 square kilometres and o population of almost 7 million people.

Hong Kong is renowned as an international financial and hading centre and has o
thriving equities and futures market. It has one of the largest container ports in the world and is
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a vital re-exporting hub in the Asia Pacific region.

With a cross-section of Asian and Western cultures, Hong Kong is alse a popular
tourist destination with some 15.53 million tourists visiting Hong Kong in 2003 alone. From 2006
onwards, with the opening of Disney Land Entertainment Park, the number of tourists, particularly
from the southern regions of China, can be expected to increase quite considerably.

Hong Kong, like any large city in the world with a dense population, has certain crime
problems and faces cerain challenges. However, because of its unique location in the Asia
Pacific Region, in particular its close proximity to the Mainland China, and the transient nature
of cerain sectors of the population, a number of our crimes also have an “international”
flavour to them, which brings about its own particular challenges.

Furthermore, economically, Hong Kong is merging more and more with the southern
part of Guangdong province, an area known as the Pearl River Della. In spite of the
obvious economic benefits this brings, particularly with the concluding of the Closer Economic
Partnership Agreement (CEPA) between Hong Kong and the Mainland, it also has the
potential to add to our crime problems due 1o the greater number of persons travelling to

and fom Hong Kong and the huge increase of business octivities between the two places.

Hong Kong Police

The Hong Kong Police has an establishment of over 27,000 officers to police this
small but busy city. It is the only police agency in Hong Kong and is completely independent.
Hong Kong enjoys a virtual total autonomy in policing.

Because Hong Kong has a common law judiciary system its police powers are similar
to those in other common low countries. Futthermore, the Hong Kong Police over the last three
decodes has gone through a transformation from a paramilitary colonial police force to today’s

modern police service, which is integrated with the community and has a culture of service to it.

Origin of Triads

Oftten in popular discussion, orgonized crime is considered synonymous with triad
activity. Although such a link does exist it is more tenuous than commonly believed.

Triad Societies oppeared in Hong Kong even before the Chinese ceded the territory
to the Brifish in 1842, and they remain active in what has now become a Special Administrative
Region of the Republic of China.

Triad societies are Chinese secret organizations and they stemmed from patriotic
secret societies formed in 17* Century 1o fight against the oppressive and corrupt Qiing dynasty.

Nowadays they have developed into criminal organizations with no political agenda.
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Triad Society in HK

In Hong Kong. society's perceplions about triads range from the mystical lo gangs
of thugs ond they are formed. as in all countries, partly by the media and partly through
individual experiences.

Triad involvement in crime cases perpetuates stereotypes formed by the public, which
is led and reinforced by a media keen to report on friad membership, the secrecy, violence
and corruption associated with their activity.

In fact, most present day triad societies only have horizontal organization structures
consisting of co-operalive networks whose activities are based on personal introductions and
mutual interest. Some are actually loose cartels consisting of a number of independent gangs.

Central to this network is what is termed, interpersonal relationship, which facilitates
activities or venlures in o manner similar to the way membership in a business organization
tacilitates the activities of a legitimate businessman.

Organizational control is not os rigid as it once was, and triad members now often
put personal benefit above orgonizational interests. Increasingly. triad gongs are fighting
each other for control of profitable businesses. while individual members often run their
own rackets or freelance their services. But be sure that not all friad members are criminals. In
Hong Kong. the majority of so-called triad members actually have regular jobs and are not active
in criminal activities. The active full lime triad criminals are much fewer in number than is generally
thought.

A few tiiad societies still continue to use triad jargon. fifles, proctices and token rituals
o maintain the myth and enhance the imoge of a powerful organization. Such myths

intimidate the ill informed members of public and also convince a new recruit that he has

indeed joined a powerful elite.

Organized Crime as a Corporate Business

Traditionally, tiad activilies were territorial. engaging in monopolization of services,
extortion and protection money hom smoll businesses such as non-franchised public buses,
fish and vegelable markets. In recent years. there has been a shift of lower level triad activity in
Hong Kong into the establishment of legitimate businesses and into the service-providing sector.
Such activities include :

e loan sharking and debt coliection;

e Sales of contraband goods / Selling counterfeit VCD;

e Syndicated Prostitution;
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e Credit Card Fraud; and.
e Drug Trafficking.

The development of triad and organized crime in Hong Kong has seen tiad societies
establish legitimate business activities that support and develop illegal activities. In addition. the
education of a new generation of triad members provides not only useful skills and guslifications,
e.g. legal and financial, but also new social status.

Other than triad societies, the emergence of a different criminal subcuiture whose
members come from a wide variety of backgrourd hos also caused concern. They are not
affiliated with any traditional organized crime groups. Most have occupations or business
and they take advaniage of their connections, positions and reputation in the provision of
illicit goods and services to make more money.

Most are also aware of the inherent risks of criminal activities and do not intend to do
them for long. These enterprising agents hove no identifiable organizotions. ro rigid stuciure,
no clearly defined deviont norms and values. They can conceol their criminal octivities through
their involvement in lawful business activities. Their participation in criminal acrivities is sporadic
rather than continuous.

For example, they may participate or invest in one human smuggling operation,
collect the illegal profit and put the money in real estate or other legal business such as
restaurants. They may not be involved in any illegal activities for o prolonged period of fime until
another opportunity arises, or stop illicit business whenever there is heightened level of low
enforcement octivities. Transnational criminal activities among these enterprising personalities
are therefore fuid in terms of their patterns of operation and transient in terms of their

organization.

Existing Problem / Challenge in Hong Kong
| would now like to move on and discuss the challenges in law enforcement that
Hong Kong faces and they basically include countereiting and forgery matters, fraud,

technology crime, narcotics and violent crime. Each poses its own unique problem.

Serious Commercial Crime

Fraud and “white collor” crime has become increasingly global in nature with the
movement of goods and payment for those goods often going through a number of different

countries. This may involve lefter-of-credit frauds. investment frauds or bank frauds to name but
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c few and very often requires licison with our overseas counterpars and even enquiries overseas

1o recover relevant documents or interview key witnesses.

Cyber Crime

Arother typical example of crime becoming more global in nature is the increase in
cyber crime, partcularly the theft of “online” data and hacking into computer systems.
Furthermore, computer-related crime also includes fraud. forgery. intimidation, the publicotion
of obscene articles. and illegal gambling.

We con see that iT and the Internet provide avenues for the expansion of both
legitimate and illegal activities. Criminals who are familiar with the technology would without
hesitation exploit the medium provided by the Internet to perpetrate the innocent. The speed
provided by the Internet ond the absence of boundary limitations poses difficulties in the
investigation of crime involving information systems.

The Hong Kong Police has set up its own Technology Crime Division to deal with
this type of crime. In recognition of the fact that good cooperation is needed between various
law enforcement agencies in this area, the first Asia and South Pacific Region Technology
Crime investigation and Training Seminar was held in Hong Kong in October 2003. in

conjunction with the Interpol Asia South Pacific Working Party on information technology crime.

Narcofics
In relation to narcotics, Hong Kong has been synonymous with drugs for many

yeors, especially heromn. which is still the most widely abused drug in Hong Kong oalthough

there has been an increasing use by youngsters of psychotropic substances such as ketamine,
ecstasy, ond cannabis. Until the late 1980s Hong Kong was a drug processing centre and transit
point for heroin but since the early 1990s the situation has changed.

For a long time the processing of drugs in Hong Kong has been stopped and in
November-2000. Horg Kong was removed fom the US Government’s annually published

“Major’s List” of drug transit countries.

A number of people however are sfill involved in international drug trafficking either as
controllers, brokers, financiers or deliverers in Hong Kong. Traditionally. heroin supply came from
the “Gelden Triangle™ Region into Hong Kong by vessels over the South China Seas. More
recently the supplies hove come over the land route and into Hong Kong via Chino.

Joiny efforts with the Mainland authorities have resulted in the disruption to the supply

of drugs and as a result of various operations. substantial seizures of drugs have resulted in

!,r" & !
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supplies being stopped from reaching the addicts in Hong Kong. Furthermore since the early
nineties and due to close cooperation with other law enforcement agencies. Hong Kong is rarely
a transit centre for drugs to other countries these days.

Having said that, at times although. drugs may not physically pass through Hong Kong.

some or alt of the arrangements for moving those drugs may however be made in Hong Kong.

Human Smuggling

Like dangerous drugs illegal migration has had a long history in Hong Kong and it
remains a subject of international concem. lilegal migration from Mainland China into the
HKSAR or for onward journeys to Chinese communities elsewhere has been o problem for
many years. The majority of these “human cargo” are of Fujion notive, with Japan, Hong Kong,
Canada and USA, being their favourite destination countries.

The methods used to smuggle the illegal immigrants are constantly evolving, but broadly
speaking, three categories are prominent :

e use of forged documentation on air carriers.

e cargo conlginer stowoways; of,

e direct sea incursions on modilied cargo ships:

Most users of forged travel documents are PRC national and the common mode of
forgery remains to be “photo / bio-data page substitution”.

There were no incidents of container stowaways connected to Hong Kong between
2001 and 2003 ofter the neutralization of 2 active syndicates in 2000. An isolated case,

however, occurred on 2004-02-24 when a law enforcement agency of los Angeles. acting

on informotion provided by Hong Kong Police, found 19 PRC males inside a container shipped
out from Hong Kong through some neighbouring oreas. The persons arranging for the smuggling
trip have been arrested pending criminal proceedings.

The last sea incursion incident was in November 2001, when o river trade cargo

vessel conveying 156 PRC migrants destined for Jopan was intercepted by Police in Hong Kong

waters.

Intelligence indicates that most of the humon smuggling to overseas destinations is
organised and arranged in Mainland China and only involves Hong Kong individuols if
Hong Kong is used as a transit point ond local assistance is required.

With Hong Kong as @ major transportation hub, it is occasionally used by illegal
immigrants en-route to other destinations. During 2003. we continved our efforts against

human smuggling in collaboration with the Hong Kong Immigration Department and other

. S T
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overseas law enforcement agencies. Fifty persons were arrested of various times and a quantity
of forged travel documents and huge amounts of cash were confiscated. The US Government
State Department has acknowledged the efforts made by Hong Kong in this regord in its Annual
Report on Trafficking in Persons.

Firearms and other serious crime

Hong Kong has exescised stringent legislative control over the import, expor, usage
and storage of firearms. Close cooperation with neighbouring police authorities in the Mainland
ond Macau has also helped to keep crimes involving the use of firearms under control and we
have put in place a system of immediate notification and exchanges of intelligence on cases
relating to firearms, which | am pleased to say 1s functioning well.

The Hong Kong Police in conjunction with our Mainland counterparts regulorty conduct
intelligence-based operations with the aim of neutralizing syndicates involved in the commission
of serious and violent crimes using firearms. As in June-2003. an organized gang which recruited
Mainland Chinese to come to Hong Kong illegally and commit robberies on cash-in-transit
conveys was neutralized.

We are also actively engaged in the neutralization of other criminal groups engaged
in vehicle theft, smuggling of stolen vehicles, syndicated vice. gombling, cross-border crimes
and other triad monopolies. liaison tokes place between the Hong Kong Police and the
Mainland authorities at various levels to ensure that no effort is spared in combating these
types of crime.

These ligisons have produced some very pleasing results. Recent operations with the
cooperation of Guangdong PSB code-named “Bluebird”, “Bluebird Il and “Fire Lily” targeted
triad related cross border vice syndicates with “Fire Lily™ itself resulting in the closure of 70 vice

establishments, the arrest of 213 persons and the seizure of HK$86 million in assets.

Money Laundering

The issue of money loundering is a global problem and Hong Kong as a leading
financial centre is not immune to the inflow of illicit funds. Fortunately. we have in place
legislation enabling the proceeds of drugs-related offences, or from other organized or serious
crime to be restrained and. upon conviction of various offences in court, to be confiscated.
We believe that hitting the criminals in the pocket and ensuring that they do not enjoy the Fuits

of their ill-gotten gains is one of the most effective ways to deter future illegal activities.

.

62
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However, due to the increasing global nature of financial transactions and the various
places that proceeds of crime can be put into (for example into shares, bonds, bank accounts,
properties etc.) and in various pars of the world, it is increasingly necessary to follow the
asset-trail around a number of countries ond this cannot be done without good liaison with our
overseas counterparts. In this regard Hong Kong is an active member of both the Financial
Action Task Force (FATF) and the Asio Pacific Group on Anti-Money Laundering, through
which forums Hong Kong has kept abreast of various money laundering developments in

and around the Region.

Quick Cash Crime

There is no doubt that our closer integration with the Mainland has had a signiticant
impact on the city’s crime trends. Whilst we maintain strong and regular liaison with Mainland
agencies it is inevitable that with significant increases in visitors there will be an increase in
criminals and undesirables. The reality however proves that increased visitors do not merely bring
more criminals; the increase in arrivals also means an increase in potential victims. Our Mainland
visitors have o habit of arriving flush with cash ready to purchase Hong Kong’s high value brands
ond designer products. Unfortunately some fall easy pray to pickpockets and other “quick cash
crime” opportunists. The way which they committed the crime is becoming more and more

organized has caught our attention.

Operating Techniques Of Organized Crime Groups

Violence

For organized crime groups, violence is a major tool of their criminal arsenal, providing
internal control as well as a highly visible external weapon.

Both the application and the credible threat of violence are central to the way organized
criminals operate. They use fargeted violence to promote organizational goals, eliminate
competitors, and in the extreme remove political threats.

Organized crime groups may also kill financial competitors and eliminate rivals
within the organization. The application of this form of violence is consistent with sefiling “rurf”
and obtaining or maintaining monopolization of the criminal enterprises in a specific
geographical area.

Information Technology

Increasingly, criminal groups exploit information technology to support their operational

activities. It is to maximize the effectiveness of their operations through the use of rapid,

robust, and relatively secure communications.
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They use many less visible techniques — such as the Internet. satellite phones and cell
phones — finding them essential to maintaining their organizations and committing their crimes.

These groups have also utilized the information found on the Intemet. such as the
media and other open sources, in order to enhance their intelligence gathering copabilities.
Information technology also enhances the ability of criminal networks to remain ot arms length
when interacting with the legitimate sectors of the economy.

Sophisticated intelligence operations are central to gathering information on rargets,
reducing the group's vulnerability. and identifying sympathizers or individuals they can corrupt
for the objectives.

The odvance of technology the groups use in tumn decreases the ability of law
enforcement or intelligence agencies to detect their activilies.

Money Laundering

Technology allows instantaneous transfer of funds, making money tail harder to
follow. It has transcended borders and nationalities and criminals do not respect sovereignly.

Money laundering is the process of “cleaning” illicit financial proceeds to disguise
its origin and make it available to be spent or reinvested legitimately without leaving a tellfale
paper trail. This not only facilitates integration of criminal proceeds but also reduces risk of
loss and the deliberate attempt is to escape detection.

Moaney laundering has three stages namely — placement, layering. and infegration with
the banking system remaining one of the most important vehicles for money kaundering.

In moving money infernationally, organized criminal groups exploit both the legitimate
and illegitimate banking systems — merging the legal and illegal so that proceed of crime would
not easily be distinguished.

International organized criminals also have the ability to exploit the differences in
legislation among different countries to their benefit. VWhen money-laundering barriers are set

up in one system, they at once move to another.

For example. when one offshore banking centre tightens its reporting requirements,
illicit funds are likely to move to another. It is reasonable to assume that the obstacles placed on
international organized criminals when their assets are frozen mean they will move into less
regulated sectors where funds are harder to detect. In other words, countries with strict banking

secrecy laws are considered a magnet for dity money.

Corruphion

Corruption is o multifaceted tool in o number of respects. The reasons to employ
coruption vary across organizations, but they often focus on primary motivation of enhancing

impunity.
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The methods of corruption are also diverse. The most common form is monetary payment,
and this remains a popular form of coruption.

Having said that, we rarely see this technique being employed in Hong Kong.

Hong Kong’s Strategies
To meet current and future challenges Hong Kong is using a multi-dimensional and
multi-agency approach to countering organized crime that focuses on legislation. enforcement
action, and international co-operation.
Our primary weapon is legislation, which
® Makes triad membership and activities illegal and in paricular it criminalizes
management or participation in triad activities with Maximum Penolty of a fine
HK$1 miflion and imprisonment for 15 years. (Societies Ordinance, enacted in
1949) .

e Compels a person to attend an inlerview (wilness order), supply information
ond produce material for inspection (production order) (Organised and Serious
Crimes Ordinance, enacted in 1994)

e Allows for heavier sentencing (enhanced sentencing) (Organised and Serious
Crimes Ordinance) ;

o Confiscates money from organised criminal activities (Organised and Serious
Crimes Ordinance and the Drug Trafficking (Recovery of Proceeds) Ordinance) :

e Provides for controls on Remittance Agents and Money Changers ; and.

® Ensures the safety of witnesses and their relatives by providing witness protection
program, re-identification of witness and re-location of witness etc. (Witness
Protection Ordinance).

The legislation is designed with enforcement in mind and it empowers the Palice to
suppress organized crimes. It not only provides strong deterrents to organized crime but also
give confident assurance to the general public.

Police Enforcement

A multi-disciplined approach, linking departments within the police and other
govermnment agencies, is seen as an effective means to counter the increasing complexity of local
and tronsnational crime.

In May 1999 the Joint Investigation Team (JIT), comprised of members from the Police,
Immigration and Customs. was formed to facilitate co-operation and improve co-ordination
amongst the three departments in combating human smuggling. JIT has close and co-operative

relationship with Chinese law enforcement agencies dealing with human smuggling.
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On the other hand. the Hong Kong Police have regular meetings with the Department
of justice to improve investigative practices, enhance sentencing and confiscation orders
carried out by the courts.

The Police also recognise the importance of intelligence in the fight against organized
crime and have taken measures in recent years to have the intelligence network strengthened.
Having upgraded the capability of the intelligence-gathering network, a proactive approach in
launching attacks was adopted. In this regard. a reliable intelligence network helps in identifying
criminal groups for targeted enforcement action.

With intelligence of good quality the mounting of undercover operations in the
neutralization of criminal syndicates becomes an effective meons to attack the criminal syndicates.
Recognizing that attacking the benefits and proceeds of crime can be as equally imporant as
apprehending the culprits, quite often, the financial base of the syndicate will be the focus of
attack.

ln addition to specific Police operations, high profile enforcement patrols have been
maintained at problematic locations to maintain law and order.

In recognition of the redlity that Police cannot be everywhere at all times, support
from the community to fight organized crime is considered essential. To this end, we have
increased transparency in policies formulation to foster Police /' societal partnership. Furthermore,
we focus education on youth to raise public aworeness of individual roles in crime fighting.
Another important partner that we have invited cnboord i« the media ond the aim is to give

more coverage on social responsibility.

International Co-operation

Co-operation and exchange are key elements in expanding an organisation’s
knowledge resource and effectiveness.

China

Because of Hong Kong's geographical pesition and its history and unique political
situation it acts as a window for Mainland China and the rest of the world.

To combat the growing trend of triad octivities in the Mainland, the Force works
closely with the Mainland’s Public Security Departments in exchanging criminal information and
mounting joint operations fargeted at criminal gangs. Regular visits are conducted and joint
seminars held to exchange experiences and knowledge.

International

As to international co-operation, | will briefly cover bilateral agreements and licison,

both at home and abroad.
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Bilateral Agreements Bilateral agreements have been established with a number of
countries to prevent criminals escaping from justice in Hong Kong or other countries (Surrender
of Fugitive Offenders Ordinance), facilitate interational co-operation amongst law enforcement
agencies and assist in the investigation of transnational crime (Mutual Legal Assistance in
Criminal Matters Ordinance).

Liaison

Many international agencies, including the AFP of Austrolia, FBI, DEA, US Customs
Service, Secret Service and RCMP of Canada to nome a few. have ligison officers stationed
in Hong Kong.

Hong Kong Police liaison Officers are also permanently based at Inferpol Lyon in
France. We are now also preparing sending an officer to Thailand.

Many Hong Kong officers have been sent overseas to attend conferences and training
courses. These visits are invaluable in developing understanding and co-operation.

Strengthening partnerships between countries is likely to enhance the efficiency of
their legal assistance contacts. This is because a country's enthusiasm for this kind of cooperation
is so dependent on trust. By knowing each other better and understanding each other more,
respect and trust will grow.

Conclusion

Organized crime exists as a huge threat today and it will continve to challenge
law enforcement agencies in ways, which are difficult to predict. Economic difficulties.

political and socio-cultural struggles will encourage more groups to engage in criminat activities

fo sustain their activities. Breakthrough technologies cause an involuntary improvement in the
capability of criminals who will become more sophisticated. globalized and adaptable.

With this in front of us, we have to realize thot the fight against transnational organized
crime requires all of us to think and move beyond our normal horizons. If crime crosses all
borders, so must law enforcement. We have to ccoperate to build international trust to increase

the value of our efforts in the pursuit of justice.

To bridge the gop between low enforcement agencies in different countries, we all
need to explore other avenues of cooperation to render cross border investigation and
prosecution of transnational organized crimes possible. Extraditions and mutual legal assistance
in criminol matters are core matters to be further examined. There is also a need to harmonize
legislation and criminalize all forms of transnational organized crimes in order fo eliminate
such a heaven for these illegal activities.

As leading low enforcement agencies, we must not just simply concentrate on
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., responding lo existing threats to the public’s safety but also focus on the future, preparing for
the challenges ahead.

In closing, | urge you all to take maximum benefit from attendance ot this conference,
which provides a forum for the exchange of new ideas and best practice. The true value of
such an event will be reclized in the years to come as every one of you maintain contacts made,
share information, learn from each others’ successes and failures and continue to work towards a
mutual security goal.

Thank you.
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