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Abstract

Electronic signature is necessary for identity authentication in online
transactions. To ensure a secure signature system, a trusted third party is required.
Such entity is called a “certification authority” (CA). Currently, there is no CA
operating in Thailand. While it is often argued that the government should play a
leading role in setting up a CA, we found no market failure and proposed that the
private sector, not the government, should operate a CA. The government should play

only a regulatory role if the industry is in need of regulation.

We also lay down a guideline for drafting an electronic signature law, which
includes four important principles. Firstly, the law should be technological neutral in
order to avoid distorting market decisions. Secondly, the licensing scheme, if required
by the law, should be an automatic one. Thirdly, the law should recognize signatures
issued by foreign CAs. Finally, liabilities of licensed CAs may be capped to promote
the industry in its infancy.

Concerning encryption policy, we argued that no import nor export control of
encryption technology is necessary. However, security needs may provide a rationale
for state contro! of the technology. In that case, a balance should be strike between
security and civic liberty. State access to secret signature keys should be allowed on a

condition that such action is warranted by court order.
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'-innmman'lu"s’mmﬁ’dqﬂﬂa'lﬂtjmman'lu%’usaaﬁnﬁﬁa Auranii (authority

o o o g

[} B ¥ vt'd J -~ A [ L L7 t'l :
certificate) unu mumman'lmumn'lﬁﬁwaﬂumtﬂumwmnmummﬂ'lummwa
OER

o v Y & - gy o bt
ﬂﬂﬁm:lﬂW":'ﬂaiﬂqsﬂﬂﬂ‘lUTUTﬂﬁiuﬂanI.l.']ﬂaﬂﬂﬂﬂﬁﬂ\]uuuulﬂuﬂszlﬂuﬂu
o b o d‘ d v [ 1 J
anufsaglumstmuaulsususzasnnguansiifisadasdsnaznaniiieluuni 4



1.5 dodrnalumsrzydnanadinluiusssddea

widimilglususasdddasztisuitymanudasadslumnissnssunims
- a a - [ o ' v ' “ A da
vadrdldnnsafindlalusdunianinnistslithesine 9 sansoszudyaaaduiide

o

1 L veal . [ - v o W o Rt J o
G]El(ﬂ?ﬂvlﬂﬂﬂ"lu ’Jﬁn'rim'mﬂauua:aan'lmuma‘luﬁﬁ]quumwamnemmnm

wanolszniifa

e mInzydaynnadlgluiusasdidadananlunisszydiynaadas
w A - ~ & =l & dao W

nousdvduiudeiyenaiuiluasavases  lunadjifdaseuases

& 1 1 L l‘; (3 VA [ *s

nyuastas lildidvesluivsestufldgauandrainnisszydn

LARRMIEANHUENWTINW (biometrics)

L = A 1 ar Y- A
o lufusesmuanasgiu X. 509 v3 'muJummgmmanﬂ.uwagamﬁm
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LﬂﬂmmJagamomu’kulmmm‘lmmﬂaetﬂmwﬂmnuﬂ yianluuna
ﬂmumirﬁiagaﬁu'lu'lu%'maaa'm'lmﬁﬂ'rﬁ’aﬂun'ﬁ‘l'ﬁ'msﬁmnvﬁu
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loFusasdarmuaziu (cross-certification) #vaztanllususesfisanlasasdnisanlusu
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2.1 AuAuazusnig

Verisign  \JutSemfiuendianainudsn  RSA  Security Inc  dailuidtwes
malulafnguamsine RsA SaiuAiinilded 1985 @mudsn Entrust (fu
3N TusndnInU3EM Nortel Network Corp. Lilafl 1998 u?ﬁnﬁoaamﬂuqtﬁ%
gheenudsiialumitassluaiadedumeiiile (ntermet-based trust service) wia
n’mﬂuaaﬁmaan'lu%‘mmlﬁuﬁqﬁﬁaLLa:qﬂﬂafi‘ﬂﬂ UIEnTIRaaiIAuduaz U
uandNUWaFUAIINEABLEEM Verisign axuuminlunseanluiusasliudgnd 1u
wmuefAEn Entrust szulwminlumsresenduasussinaluladlumssnmenasen
NUYaIaAU

vImIvesuien Verisign laud
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sanluisennnfigaussiimasmulutzmead.a 9 valamtu LSS Verisign Smmasmulutszmadiunsanm
Yaznedw 9 lwede uszenalivimauigdlingudne 9 lasnnalnolusuinn ﬂ-::msﬁamu’sﬁw#asaatﬂuq‘:ﬁaﬁ
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zWwingINanugsia (B-to-B E-Commerce)

o m3senluiusasdidaluwamibsruiulaoyimsfiGonit  Afiliate
Certificate Service lagwiansmawiuanadudivlodiiunaiaos
(portal) wiagurudEnnIafing (community) FaFaanrsiWrandnuas
AUEANIATEY AN

° m*saan'lu?mmﬁﬁﬁauﬁqmaﬁﬁ'lﬂa‘mﬁL‘%'un'n'ﬂu%’mmm‘i‘aaﬁn
118 (client certificate)

o aliuUSnnsiue 9 wumsnRuiiveaiuled (Web hosting)
mssanluudanil  (biling) MITArITILMMTIFLIMT  (report
generation) TWaNBMELASINUMTIRLIMITTUL (system integration)

lupsfsnaufig asTasmlal

SIUERAUAZUTANTVDILFEM Entrust 1eUA

o RadnwinltlumILimsasdnseanluiuses  (Authority  and

M
s

Administration  Solution) Tﬂﬂﬁ'ﬁﬂﬁ"}tﬂ%@‘ﬁﬂm (install) uazld
(maintain) KAAAMIIMENHLES

e nsganluiusesdn 9 rﬂu‘ln%’maom‘%‘aouﬂ'ﬂmna:m‘%aog}nﬂm ez
vimsussnuasidnniafing (timestamp)
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aIfl 2.1 uRr 2.2 waavsamTieuIintiuniaaniuiusesvss Verisign Wz
Entrust audau

nnpemlszhilldensenimiivguaemendnnindaniy  aufadedul
1999 V3N Versign Waanluiusesluniivlodluudqszanm 1 LLauLLvioua:LLﬁc}l'lfﬁ'J
Tanlszanm 3 dmenw  lwvosfivien Entust télwamslunsldrawduaiduana
Uasasit (software licensing) Wininsauad 9 TUusIN1 500 ura




a131971 2.1 ddmilumseenluiutesdszinnens § va91FEN Verisign
Class 1 | UAfA asraReUla et Al nniefing $9.95 | $100
(E-mail address) maa;‘?ﬂalﬁmmﬁf’u dail
Class 2 | AR @mﬂaawgma'l.u%’maa‘[@uﬁuﬁmﬁmJ $ 19.95 | $ 5,000
nutayalugdeusduilnaugude | sel
BRI Equifax
Class 3 | ynag mw&aug}’maln%’maahUmwﬂaugﬁ Jusn $ 100,000
a4 (background check) UWRsNTSRURIW | $ 290
(investigative service) danny
$75
Secure | Wi m’maau;jma‘lu%’mao‘[@umnaaugﬁ tun $ 100,000
Server WA4 (background check) WASNIIFURIU | $ 290
(investigative service) #0818
$ 75

o .
a1 Versign

A = r = i s
AN 2.2 ﬁ"]ﬂ’]‘llﬂdﬂﬂ@]ﬂm‘ﬁLLﬂﬁJiﬂ’ﬁ“ﬂE]\I‘,U'SH‘Y] Entrust

i

AN lumIvinisaanluiuses

{Entrust Authority and Admin)

$ 25,000 @alaIndiaigne

= gl hod c‘ .
niantumiemlaiInned (Directory)

A v v '
$ 3,000 lunsdifigldiaundy 1,000 au

1 =2 ) a ‘ic‘ -
$ 3,000 LLa:mmmwam;ﬂﬂummmﬂ'n
YNNI 1,000 a4

VINTINNITuUsSaunavrng

v e v o ' .
$ 159 G]ﬂ’ﬂﬁu’luﬁ;ﬂ,'ﬁ (LﬂiE]JLL&J‘?J’IUIQﬂ'U']LI)

1718
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Ny Entrust



2.2 nylavazdaunulnnslsznayms

: a v & =
@177 2.3 URAINAMTUTENAUMITDIUTENMIReIluT) 1996-1998 na1T9e:
(o3 ] - o 8 = ] 4 ] d' Aﬂ' ol L] 1
Wwihuisnnigassnsayuagatneaiilo maamnum’l,-nmugan111ﬂu‘lei’3

Mwdl 2.1 usasdagitaslasiaisvasanldigasnaresnSuning 1908 n
mwanﬁwﬁm‘%ﬁ'ﬂﬁmaaLtmﬁﬁ’unu’lumsﬂsznaumﬂugﬂmmﬁunumama’lumm‘?n
71651# (cost of revenue) :nmiInvisanluiusashigainfaifanzinmisos: 127 In
nsdiued Entrust Sadneldsmlnganmsmiheseniuf uartszinmiovar 313 1u
nydies Verisign Siinolddminganniseenluiused’  dunuamdu § findedu
Tngidudunuluntsdiinau (operating cost) 114 NINBUATMIAMR  MIITLURE
ﬁwuﬁﬂaaﬂwﬁuquﬁu q 1uenlfineRiee (special charge) lumidafiansdy q dai)
malulablumsinmanadaeaivuasdoys

Twlasunauwsnusnuesi] 1999 151N Entrust Fudinlsainmsdsznauns Tuume
fluiin Verisign Sanmnenuetdiaifiased  atelsimuiniensiaminginny
WAuin Verisign ﬁhllﬂﬂ%ﬂ"ﬁﬁ’llﬁ%‘g‘iﬁ'ﬂﬁﬁﬂ'ﬁ Entrust na2fe Verisign imeldaiu
fdguanmIiusinsmrinmanalasadsliuividngndr dein iviininglé
mndrsndnetaaingwe lwanedl Entrust Treldsaulngainmsminosanauag
'lumﬁ’nmmmﬂaaﬂﬁumaqt"au‘lmﬁ'lﬁuﬁﬁnﬁ"vﬁqL'f}mm‘lﬁﬂ%”«ﬁms

s ﬁaa-p.l'luﬁ':umtﬁmﬁ'uﬁ'ﬂi'lﬁﬁ'mpﬁai’mmmwQnﬁaduﬂs:mﬁ‘é‘uu&u Netrust IuFanlUSannmIsuniweiny
:i'ui'am-maquagazj‘ndmﬂmuimﬁmﬁu

‘ ﬁuﬁumm-n'lummi"uﬂu‘lﬁ {cost of revenue) 'lum':aan'lui'umn‘mﬁaﬁu’qunﬁaﬁmamuﬁua:m"}amauﬂ'amaf
lumseentuiuses mil¥nsmiuagudld (customer supporty nisfineusuuazfdiinmgly anaasusitisziuiy
w9 -

® Dow Jones Business News, Investors See Differences in Tow Leading Web Security Companies, September 1,
1999
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a7 2.3 Nﬁn"l?ﬂiznaUﬂﬂT‘ﬂm Verisign WK Entrust 1“7:“7'1\11’ 1996-1998

mig: Wuneamimmiy)

Verisign Entrust
1996 1997 1998 1996 1997 1998
1. nweldnu 1,356  13,356| 38,930 12,802| 25006{ 48,988
2. Twmlsolanass 2,791 9,689 19,454 3,550 4916] 9,531
3. mlfhuludumsaaa 4,885 11,826 22,943 3,858 11,193 26,802|
4. SIVLUBTWAIMN 2,058 5,303 8,435 2,874 5692 12,840
5. @ImT 2,681 5,039 7,688 2,464 3,695 5,046
6. ml¥swdu q - 2,800 3,555 - 1 20564
7. TwmnlFslumsdiiineu 12,415 34,657 62,075 9,196| 20,580| 65,252
8. mwldrnmydifivem (11,059)| (21,301)| (23,145) 56 (490)| (25,795)
9. vwlddu (67) 1,174 2,120 - 723 1,807
10. Twldnawinydszlumban (11,126)|  (20,127)  (21,025) 56 233| (23,988)
me
11. delopdonminele 838 1,538 1,282 331 281 160
12, ﬂu‘lﬁqm‘s (10,288)| (18,589)| (19,743) 387 514| (23,828)

| o o [ o & . . . .
NN ATUSTIITATTINMNUAURARNARANNINGTNITY (Security Exchange Commission)
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