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Abstract

The research titled “Measures and Mechanisms for Preventing and Combating Fraud
in Electronic Commerce” has the following objectives: To study the form, format and defining
characteristics of E-commerce fraud in Thailand; To study the problems and obstacles involved
in the prevention and suppression of E-commerce fraud; and to propose effective and successful
measures and mechanisms of protection and suppression against E-commerce fraud to the
relevant organizations. The research team has collaborated to find and assemble relevant data
from the examination of related documents, laws, concepts and theories. Data was also collected
by interviewing victims of fraud, offenders, and officials in various agencies in the public and
private sectors, along with receiving comments from various parties. The combination of this has
allowed the team to better understand and see the different forms and methods offenders use

to commit E-commerce fraud.

The results of this research have yielded suggestions in different aspects, as follows:

1) Educating the public on several issues, such as carrying out safe transactions, choosing
a safe purchasing Platform, methods on selecting and assessing vendors with good sales history,
keeping sensitive information safe and private, and keeping evidence of transaction history when
conducting a transaction.

2) Fraud suppression with emphasis on preventing the occurrence of fraud, making it more
difficult to become a victim, and minimizing the damage caused by fraud. This relates to the
control and supervision of the third-party marketplaces by creating a database of vendors and
past offenders, as well as having a registration system to verify the identity of the vendor.
Concerning the financial aspect, there should be a mechanism for monitoring the product before
releasing the payment to the vendor, a verification system to ensure an authentic Business
identity in receiving payment and using two-factor authentication with online wallets.

3) In the judicial administration, the investigative jurisdiction of the relevant departments
should be clearly specified. Investigation officials should receive training to develop expertise and
development. A database system should be created to link related cases together.

4) Regarding operations relating to other departments, incentives should be created to
support the contribution of information to investigative officials. Strict measures should be
implemented for the process of opening a bank account, and the Bank of Thailand should create

a database of offenders who have previously used fake bank accounts in their transactions.

Keywords: Fraud, Electronic Commerce, Computer Crime, Judicial Administration
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